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Introduction 
VPN-Q 2009 is the leading NAP/NAC VPN Quarantine and compliance solution for 

Microsoft ISA Server 2004 and Microsoft ISA Server 2006. 

VPN-Q 2009 has been designed as a security product from the ground up to seamlessly 

integrate with the Windows operating system. This creates a highly secure and flexible 

solution for a typically Microsoft based network environment. Since VPN-Q 2009 does not 

directly use Microsoft NAP or Cisco NAC it is easy to deploy and does not rely on specific 

hardware or server software to be previously deployed. VPN-Q 2009 will happily run on an 

existing ISA Server or appliance. 

Both the Enterprise and Express Editions of VPN-Q 2009 are available to cater for various 

customer requirements. See the VPN-Q 2009 Editions section later in this guide for more 

information. 

 

Technology 
Winfrasoft has embraced the latest security industry standard technologies from Microsoft, 

and other vendors, to produce a highly secure and feature rich solution. 

Technologies included with Winfrasoft VPN-Q 2009: 

¶ Managed code: Client and Server based on Microsoft .NET Framework 2.0 

¶ Authenticode signed binaries 

¶ Least Privilege Access design ï Client only requires User level rights 

¶ Background Intelligent Transfer Service (BITS) support:  Provides download 

resuming and trickling support for downloading of VPN-Q 2009 client updates. 

¶ Public / Private Key cryptography: Protects the integrity of application files to 

prevent tampering of health check results. 

¶ SHA1 signing and MD5 hashing of data to protect client / server communication of 

health state information within VPN tunnel. 

¶ Security update status validated against the Microsoft Update web site or an internal 

WSUS server policy for Windows, Office and other Microsoft product patches. 

¶ Seamlessly integrates with many 2 factor authentication solutions out of the box. 

¶ Manual and Automatic pre-shared key management for L2TP/IPSEC when not 

using digital certificates. 
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VPN-Q Editions 
Winfrasoft VPN-Q 2009 is available in 2 editions: 

¶ Enterprise Edition 

¶ Express Edition 

Each edition is designed to cater for various requirements of an organisation. 

Express Edition is designed for small to medium sized organisations which require a greater 

level of protection without deployment complexities. Enterprise Edition provides the full 

feature set including central management tools to tailor make your own security policy for 

VPN clients. 

The following tables detail the various features of VPN-Q 2009 by edition: 

Security Checks \ Edition Express Enterprise 

Anti-Virus Scanner status and up to date check Yes Yes 

Minimum operating system and service pack level Yes Yes 

AD Computer group membership Yes Yes 

Automatic Updates status (Patch settings) No Yes 

Security Update status (Missing patches) No Yes 

Windows IP Routing status No Yes 

Screen Saver Security settings No Yes 

Windows Firewall status No Yes 

3rd Party Personal Firewall status No Yes 

Windows Firewall F&P Sharing exception status No Yes 

Internet Connection Sharing status No Yes 

Custom security checks via signed script No Yes 

 

Other Features \ Edition Express Enterprise 

Built on Microsoft .NET 2.0 managed code Yes Yes 

Authenticode signed binaries Yes Yes 

Support for 32 & 64 bit Windows XP, Vista, 7, 8 & 8.1 Yes Yes 

Multiple VPN endpoints from a single dialler Yes Yes 

PINgrid, PINphrase, PINpass, Smart Card, RSA SecurID, 
Aladdin, Gemalto Protiva, SecurEnvoy SecureAccess and 

Vasco VACMAN authentication 

Yes Yes 

Restrict specific AV / Firewall product Yes Yes 

Custom VPN client branding Yes Yes 

Flexible VPN client  configuration and customisation Yes Yes 

Easier licensing implementation and models Yes Yes 

Faster client side security checking Yes Yes 

Run patch scan always, weekly or monthly No Yes 
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Management \ Edition Express Enterprise 

Manual and Auto pre-shared keys for IPSec Yes Yes 

Policy enforcement on non-domain joined VPN clients Yes Yes 

Central Management of policy via Active Directory or ISA Server Limited Yes 

Central Logging Limited Yes 

Run custom action scripts before and after quarantine release No Yes 

Legal Notices and policy compliance No Yes 

Remediation capabilities No Yes 

Windows Software Update Services (WSUS) Integration No Yes 
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Licensing 
Winfrasoft VPN-Q 2009 licences are available on a subscription (rental) or perpetual 

(purchase) basis. Furthermore, the licence types are available on a per device or concurrency 

basis: 

(1) Concurrent  - Maximum number of simultaneous VPN connections. Ideal where there 

are many VPN users but they are infrequently connected. 

(2) Device ï Total number of VPN clients deployed. Ideal when many of the VPN users are 

regularly connected. 

 

14 day trial licences are available for evaluation purposes of both Express and Enterprise 

Edition. All trial licences are based on device licensing for simplicity. Please use the 

Winfrasoft Licence Manager to request a trial licence for the appropriate edition and number 

of users. 

Both concurrent and device licences are available for Express Edition and Enterprise Edition. 

All licence types and editions require product activation. 

Running a trial 

A trial licence will allow you to make full use of the product during the evaluation period. 

You can check the About... screen to see how many days remaining are available. Trial 

licences are valid for 14 days from issue. 

When Winfrasoft VPN-Q 2009 is first installed, Licence Manager will assist you in either 

installing a full licence or requesting a trial licence. Winfrasoft VPN-Q 2009 is not able to 

run without a valid licence. 

If your trial licence expires you can contact Winfrasoft at support@winfrasoft.com and 

request a replacement licence or contact sales@winfrasoft.com to purchase the software. 

When you receive a new licence you can use the Licence Manager from the Start Menu to 

install the new licence file. 

  

 Note 

For detailed information on the licence types please read the licence 

agreement document available on the installation CD, during installation, in 

the programs folder on the server or in the help about window. 

mailto:support@winfrasoft.com
mailto:sales@winfrasoft.com
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Licence Manager 

The Winfrasoft Licence Manager is a tool that allows users to request and install trial 

licences. It is also able to import purchased licences which replace trial licences. When a new 

licence is imported the previous licence is backed up, but only one backup is kept at a time. 

Licence Manager is first launched during the installation process. It can be run again from 

the Start, All Programs, Winfrasoft VPN-Q 2009, Licence Manager menu item. 

Product Activation 
Winfrasoft VPN-Q 2009 requires product activation for all licence types and editions, except 

for trial licences. Product activation has been included in VPN-Q 2009 to help you keep 

track of your licence usage. If you have a device licence and would like a monthly email to 

be sent to you with a summary of your licence usage please email support@winfrasoft.com. 

Product activation is a fast and secure process that is, depending on the licensing type, only 

done once per user or once per ISA Server. With a Device Licence, only the VPN client 

requires activation, the VPN server does not need to be activated. Using a Concurrent 

Licence, only the VPN server requires activation, not the VPN clients. The activation process 

is automatically run when either the client or server is first run. If activation fails for 

whatever reason, a 14-day grace period will be allowed without the product activating. After 

the 14-day grace period has expired, the product will no longer function. Check the server 

Application Event Log for entries relating to activation failures of VPN clients or the server. 

Product activation is performed over a secure HTTPS / SSL connection to protect the 

information transmitted during the activation process. The Winfrasoft activation server 

returns a unique activation code to the client PC or VPN server. This activation code is in 

turn checked each time either the client starts up or periodically by the Winfrasoft VPN-Q 

2009 Management Service to ensure that a valid activation code exists. The re-checking of 

the activation code does not require a connection back to Winfrasoft and is an entirely local 

operation. If the activation code is found to be invalid the client or server will attempt to re-

activate with Winfrasoft, and if successful, store the new. 

 

 Note 

Licence Manager requires HTTPS access to the Winfrasoft Activation servers. 

Before starting this operation, please ensure that the appropriate firewall 

rules have been configured. This can be configured by running VPN-Q 2009 

Config Wizard for ISA Server during setup and enabling the settings on the 

Access to Winfrasoft page. The VPN-Q 2009 Config Wizard for ISA Server can 

be rerun at any time from the Security tab of the Server Manager. 

 Note 

Product Activation requires HTTPS access to the Winfrasoft Activation 

servers. Please ensure that the appropriate firewall rules have been 

configured. This can be configured by running VPN-Q 2009 Config Wizard for 

ISA Server during setup and enabling the settings on the Access to 

Winfrasoft page. The VPN-Q 2009 Config Wizard for ISA Server can rerun at 

any time from the Security tab of the Server Manager. 

mailto:support@winfrasoft.com
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Security Checks 
Winfrasoft VPN-Q 2009 performs various security checks on a VPN client system to ensure 

it is compliant with a high, yet functional, security profile. Once compliance with a policy 

has been assured, a reasonable assessment as to the health of the client can be made. This 

section details the various security checks that are performed on a VPN client and the effect 

that various results can have on the health state of the VPN client. 

Both Winfrasoft VPN-Q 2009 Enterprise and Express editions provide functionality that 

allows administrators to customise the security check policy via the Winfrasoft VPN-Q 2009 

Management Service or Active Directory Group Policy. These customisations determine 

which checks are to be enforced on the VPN client system and what action to take based on 

their result. Winfrasoft VPN-Q 2009 Express Edition has a reduced set of security checks 

available, however, the operation of these security checks can be customised. Other non-

security related items can be customised too. 

 

Security Check Detail Risk To clear quarantine 

Anti-Virus Scanner 
status and up to 

date check 

A key protection technology for a PC is Anti-
Virus (AV). There are many AV vendors in the 

market creating a vast choice of products. 

Most products are file system based scanning 
products while others have expanded into the 

realms of email content checking and Anti-

Spyware. 

VPN-Q 2009 works with the Windows Security 

Center to monitor the status of the installed AV 

software. This includes the detection of an 
installed product, ensuring that it is enabled 

and has recent AV signature files. 

An unprotected client is highly prone 
to infection by malicious code in the 

form of worms and viruses. While other 

mechanisms can also help mitigate 
these threats, a defence in-depth 

strategy should be adopted. 

AV technology is based on signature 
updates, thus an out of date AV 

product is of limited value and should 

be kept up to date at all times to 
provide adequate protection. 

Anti-Virus must be 
installed, active and 

up to date. If a 

product restriction is 
in place the specified 

product must be 

installed. 

Note: AV vendors 

report the up to date 

status of their 
products in different 

ways, thus different 

products may 
produce varying 

results. 

Minimum operating 

system and service 

pack level 

This test checks the version of the operating 

system and service pack level. VPN-Q 2009 

was specifically designed to work with the 
Windows Security Center which was first 

introduced in Windows XP Service Pack 2 and 

has been maintained in Windows XP x64 
Edition, Windows Vista, Windows 7, Windows 8 

and Windows 8.1. 

Windows XP SP2 introduces many new 

security features, such as the Security 

Center, that form key components of a 
secure PC base. PCs without SP2 

technology on Windows XP are 

susceptible to many well known 
attacks and are fundamentally a less 

secure platform. 

Windows XP SP2, 

Windows XP x64, 

Windows Vista, 
Windows 7, Windows 

8 or Windows 8.1 is 

required.  

Note: Any other OS or 

SP level will halt 

further checks. 

AD Computer group This check ensures that the calling client PC is Allowing a VPN client to access your VPN Client PC must 

 Note 

Not all security checks are available in Winfrasoft VPN-Q 2009 Express 

Edition. Please refer to the section titled VPN-Q Editions for a detailed listing 

of functionality available to each edition. 
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Security Check Detail Risk To clear quarantine 

membership a member of a trusted PC group defined within 

Active Directory. 

network from any location on un-

trusted systems potentially exposes 
your network to additional 

vulnerabilities of the VPN client PC. 

be a pre-defined 

trusted system which 
is added as a 

member of your 

trusted PC group in 
Active Directory. 

Automatic updates 
status (Patch 

settings) 

A key component of systems security is patch 
management. Windows XP, Windows Vista, 

Windows 7, Windows 8 and Windows 8.1 have 

the built-in ability to auto-update itself by 
detecting and downloading required updates 

directly from Microsoft. Automatic Updates 

can be set to one of 4 states: 

Automatic: Updates are downloaded and 

installed automatically. 

Download: Auto download updates and notify 
you when they are ready to be installed. 

Notify: You are notified when new updates are 

available but nothing is downloaded or 
installed automatically. 

Off: Automatic Updates are disabled. 

Any PC that is un-patched is 
susceptible to attack. Anti-Virus and 

personal firewalls can help protect a 

PC from being exploited due to a 
known vulnerability and should be 

considered a temporary solution while 

the security update / patch is tested 
and deployed. Security updates / 

patches should be maintained on PCs 

to close known holes in software. 

It is highly recommended that 

Automatic Updates is set to at least 

Notify to create awareness of security 
updates. 

Automatic updates 
must not be 

disabled, i.e. Auto 

Updates must be set 
to either Automatic, 

Download or Notify. 

Note: If Auto Updates 
are set to Notify a 

warning is displayed 

although the PC will 
not fail the 

quarantine check. 

Security Update 

status (Missing 

patches) 

This security check works in conjunction with 

the Automatic Update status check and is only 

run if Automatic updates are enabled. 

Updates from Microsoft have varying security 

ratings including, Critical, Important, Moderate 

and Low. Other updates that, key to the OS, are 
considered mandatory but may not specifically 

fix a security issue. 

Having a system for managing updates 

is critical in todayõs networking 

environments. However, it is also key 
to ensure that required updates are 

actually installed on a PC according to 

a defined policy. 

Winfrasoft VPN-Q 2009 verifies the 

PCs compliance against all published 

Microsoft updates using the Microsoft 
severity rating system. If an 

organisation wishes to control their 

own security update policy then 
Winfrasoft VPN-Q 2009 will also 

integrate with WSUS and verify the PC 

against the WSUS approved updates. 

All downloaded 

updates, regardless 

of their severity 
rating, must be 

installed. In addition, 

all updates with a 
rating of Critical or 

Important must be 

installed regardless 
of their download 

status. 

Note: Missing 
updates with a status 

of Mandatory, 

Moderate, Low or 
unspecified will 

produce a warning. 

Windows IP 

Routing status 

Various versions of Windows have the ability to 

be an IP based router which enables it to allow 

communication between multiple networks. 
This feature is disabled by default in Windows 

XP. More information about IP routing in 

Windows XP can be found here: 

http://support.microsoft.com/?kbid=315236 

http://support.microsoft.com/?kbid=140859 

Having this feature enabled on a VPN 

client poses a security risk to the 

corporate network.  Under certain 
circumstances, it may be possible to 

route unsolicited  traffic from the local 

LAN, that the VPN client is connected 
to, onto the corporate network. 

Windows XP helps to protect against 

this risk by disabling the feature by 
default.   

IP Routing must be 

disabled. 

Screen Saver By default, Windows XP, Windows Vista, Screen saver security may at first Screen Saver 

http://support.microsoft.com/?kbid=315236
http://support.microsoft.com/?kbid=140859
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Security Check Detail Risk To clear quarantine 

Security status Windows 7, Windows 8 and Windows 8.1 do 

not require password protected screen savers, 
however, this can be enabled by the user. This 

setting is maintained on a per user basis by 

Windows. 

glance appear to be unimportant, 

however, it helps to protect the PC 
when the user has left it unattended 

for a period of time. Good security 

practice dictates that users lock their 
PCs when they are left unattended 

however users do not always follow 

such policies. Enforcing screen saver 
passwords is a method of 

automatically locking the PC desktop. 

password protection 

must be enabled. 

Note: A warning is 

displayed if the 

screen saver timeout 
setting is greater 

than 15 minutes. 

Windows Firewall 

status 

Another key security feature of Windows XP 

SP2, Windows Vista, Windows 7, Windows 8 

and Windows 8.1 is the Windows Firewall, 
which is now enabled by default. This feature 

was previously called the Internet Connection 

firewall and was disabled by default. This 
security check will report on the status of the 

Windows Firewall and many 3rd party personal 

firewalls if one is installed. 

Many worms and viruses roam the 

Internet looking for targets to infect. 

Infected PCs can in turn infect 
corporate networks by bypassing 

network firewalls using VPN 

connections. Any system which 
connects directly to the Internet, e.g. 

VPN clients, should have some level of 

local firewall protection installed and 
active. 

Either the Windows 

Firewall must be 

active or a 3rd party 
personal firewall 

must be installed and 

active. If a product 
restriction is in place 

the specified product 

must be installed. 

3rd Party Personal 
Firewall status 

This security check will report on the status of a 
3rd party personal firewall if one is installed.  

Many worms and viruses roam the 
Internet looking for targets to infect. 

Infected PCs can in turn infect 

corporate networks by bypassing 
network firewalls using VPN 

connections. Any system which 

connects directly to the Internet, e.g. 
VPN clients, should have some level of 

local firewall protection installed and 

active. 

Either the Windows 
Firewall must be 

active or a 3rd party 

personal firewall 
must be installed and 

active. If a product 

restriction is in place 
the specified product 

must be installed. 

Windows Firewall 

File and Print 
Sharing exception 

status 

The Windows Firewall has the ability to create 

exceptions to allow some traffic into the PC. 
Winfrasoft VPN-Q 2009 detects if the File and 

Print sharing exception is enabled on the 

firewall. 

Note: This is only available when the Windows 

Firewall is in use and is not available with 3rd 

party firewall products. 

The Windows Firewall can provide 

excellent protection for a Windows XP, 
Windows Vista, Windows 7, Windows 8 

and Windows 8.1 PC, however if it is 

mis-configured then its value it 
reduced. A common inadvertent 

configuration error is the enabling of 

File and Print sharing exception 
through the firewall which could allow 

unauthorised access to shared data 

on the PC. 

There is no 

requirement for this 
setting to pass 

quarantine. A 

warning is displayed 
if the File and Print 

sharing exception is 

enabled. 

Internet 

Connection 
Sharing status 

Internet Connection Sharing (ICS) is a feature 

of Windows XP, Windows Vista, Windows 7, 
Windows 8 and Windows 8.1 that allows many 

PCs to share a single Internet connection. 

Unlike the Windows IP routing setting, ICS uses 
a NAT engine to route traffic. This feature is 

disabled by default in Windows XP, Windows 

Vista, Windows 7, Windows 8 and Windows 
8.1. 

As with IP Routing, under certain 

circumstances, it may be possible to 
route unsolicited traffic from the local 

LAN that the VPN client is connected 

to onto the corporate network. 
Windows XP, Windows Vista, Windows 

7, Windows 8 and Windows 8.1 helps 

to protect against this risk by disabling 
the feature by default. 

ICS must be 

disabled. 
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Security Check Detail Risk To clear quarantine 

Custom security 

checks via signed 
script 

Security checks specific to an organisation can 

be custom created and the result of the check 
fed back into the Winfrasoft VPN-Q 2009 

Client package. To prevent end-user 

tampering, these custom security checks 
should be digitally signed.  

Many organisations require additional 

security controls and the presence of 
specific software in order to comply 

with corporate policies. 

The custom security 

check must execute 
and return a pass. 

 

Legal Notice The Legal Notice check is not a technology 
specific check. It is a human control to allow 

administrators to be sure that the user has had 

clear visibility of a remote access policy prior to 
connecting to the network from a remote 

location. The user then has the option to either 

confirm that they agree to the stated policy or if 
they do not agree the remote connection will 

be disconnected. 

The Legal Notice is disabled by default and is 
only available in Enterprise Edition. 

Network access control best practice 
and recent legislative compliance 

policies (such as Sarbanes-Oxley etc) 

place heavy emphasis on an 
administrator to ensure that anybody 

connecting over network boundaries 

into private networks are informed 
about the implications of doing so.  

This should provide notice that only 

authorised access is permitted and 
the prescribed usage policy must be 

adhered to. The information should be 

clearly visible and should not be able 
to be bypassed. Any acceptance of the 

policy should be logged. 

The user must click 
on the òI Agreeó 

button. 

The result of the 
policy acceptance is 

logged on the VPN 

server for future 
reference or auditing 

purposes. 
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Architecture & Design 
There are many details to consider when designing a VPN solution and VPN quarantine adds 

additional considerations. To help you decide how to best deploy VPN quarantine in your 

environment this section will explain the quarantine process and discuss deployment designs. 

These designs scenarios are not designed to be prescriptive but show how VPN quarantine 

can provide real value and flexibility. 

The VPN Quarantine Process 
The following diagram outlines the VPN quarantine process: 

 

 

 

1. The Winfrasoft VPN-Q 2009 client connects to the remote access server (ISA Server) 

using an L2TP/IPSEC or PPTP VPN. 

2. The remote access server authenticates the user against any directory service via 

RADIUS or directly against Active Directory via domain membership. 

3. The remote access server places the client in quarantine and runs detailed security 

checks. These checks include checking for missing security updates, virus signatures and 

personal firewall settings. While in quarantine, the client only has access to limited 

resources which may include remediation services, to enable it to comply with the 

prescribed security requirements, or an Intranet site. 
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4. Once the checks have completed and the checks are successful, the client digitally signs 

and sends the results to the remote access server which verifies the clientôs compliance 

to the policy. If the connection does not meet the requirements within the specified time-

out period, Winfrasoft VPN-Q 2009 notifies the user and the remote access server. The 

connection then remains active until the timeout expires or policy settings disconnect the 

connection. 

5. If  the remote access server deems the client to be compliant, it grants appropriate access 

to internal network resources. The access level granted once quarantine has been lifted 

can be further restricted by user name or group within ISA Server for granular security 

control. 

VPN Quarantine Design Scenarios 

Domain vs. Workgroup membership 

The Winfrasoft VPN-Q 2009 server can be a member of a Windows Domain or a 

Workgroup. ISA Server can use RADIUS to authenticate against Active Directory (or 

another directory service) without requiring domain membership, however this is a slower 

and more complex solution. 

Winfrasoft highly recommends joining the VPN server to the domain so it can be managed & 

secured via Active Directory Group Policy, and it can take advantage of native Kerberos 

authentication. 

Usage of the quarantine network 
A VPN quarantine network can have many uses. The most basic use is as a holding area that 

has no access to the internal network where VPN client reside while security checks are run. 

A more advanced use of a quarantine network is to provide limited access to internal 

resources such are intranet sites, portals or applications; but not full network or server access. 

This allows for external business partners or consultants to have limited access to the 

network without having to prove their health status to your network. It also allows your 

managed machines which no longer comply with the required security policy to be able to 

access a limited set of resources. 

To allow for these advanced scenarios the Quarantined VPN Clients network timeout must 

be set to a high value such as 86400 seconds (24 hours) as the default setting is to disconnect 

quarantined clients after 600 seconds (10 minutes). In addition, the clients must be 

configured not to disconnect the VPN when a security check fails. 

 Note 

Although ISA Server can use RADIUS to authenticate against Active Directory, 

you cannot grant access using Windows groups. Access can only be granted 

directly to user accounts thus increasing administration complexity. 
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Deployment Scenario : ISA Server as a Firewall and VPN Server 
ISA Server is used as a back end firewall to provide application layer protection for the 

internal network. There can optionally be a perimeter firewall in place that may have 

previously been the primary packet filtering firewall. In this scenario, the ISA Server is a 

member of the Active Directory domain to provide integrated authentication services for 

inbound and outbound traffic. 

 

Internal Network

VPN Clients Network

External Network

(The Internet)

Optional

Perimeter

Firewall

ISA Firewall &

VPN Server

Quarantined VPN Clients

Network

 

 

VPN Clients connect directly to the ISA Server using either L2TP/IPSEC or PPTP. ISA 

Server is then able to authenticate the userôs credentials directly against the Active Directory 

domain. Once authenticated, the clients are placed into a virtual network called the 

Quarantined VPN Clients network. ISA Server firewall rules can dictate what resources 

users can get access to while their source network is that of the quarantine network. 

Once the client PC has passed the required security checks then the ISA Server will move the 

clientsô source network from the Quarantined VPN Clients network to the VPN Clients 

network where a different set of ISA Server firewall rules are applied. The firewall rules for 

clients in the VPN Clients network are typically more open than rules for clients in the 

Quarantined VPN Clients network. 

ISA Server can also restrict VPN access to resources according to Windows username/group, 

protocol or quarantine status. Although ISA Server can use RADIUS to authenticate users it 

is not possible to grant access based on Windows groups via RADIUS. 

 

There are many other scenarios that ISA Server can operate in which may involve custom 

design and consultancy work to implement.  
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Considerations 

System Requirements 

Client System Requirements 
The minimum system requirements for the Winfrasoft VPN-Q 2009 Client are: 

¶ Microsoft Windows XP: 

o Professional with Service Pack 2 

o Professional x64 Edition 

o Tablet PC Edition 2005 

o Home Edition with Service Pack 2 

o Media Center Edition 2005 

¶ Microsoft Windows Vista 

¶ Microsoft Windows 7 

¶ Microsoft Windows 8 

¶ Microsoft Windows 8.1 

 

¶ Microsoft .NET Framework 2.0 (SP1 recommended) or higher 

 

 

 

Server System Requirements 
The minimum system requirements for the Winfrasoft VPN-Q 2009 Server are: 

¶ Windows Server 2003 (32 bit) 

¶ Microsoft .NET Framework 2.0 (SP1 recommended) or higher 

¶ Microsoft ISA Server 

o 2004 Standard / Enterprise Edition 

o 2006 Standard / Enterprise Edition 

 Note 

The Winfrasoft VPN-Q 2009 Client makes use of the Windows Security 

Center which was introduced in Service Pack 2 for Windows XP, thus 

versions of Windows prior to this are not supported. 
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Language Requirements 

Client 

The Winfrasoft VPN-Q 2009 Client supports multilingual configurations. Current supported 

languages include: 

¶ English 

To simplify deployment, the Winfrasoft VPN-Q 2009 client uses a single installation that 

contains all the supported languages, there are no separate installations per language. There 

is no configuration required to enable multiple languages. The Winfrasoft VPN-Q 2009 

Client automatically detects the language of the operating system it is running on. If the 

operating system language is not natively supported then UK English is used. 

 

Server 

The Winfrasoft VPN-Q 2009 Server Manager is compatible with multi-lingual versions of 

Windows Server 2003, however it only available in UK English. Winfrasoft have tested the 

Server Manager on the English & German versions of Windows Server 2003, however 

Winfrasoft VPN-Q 2009 is not limited to only these languages. 

Although multi-lingual versions of Windows Server 2003 can be used, the Server Manager is 

ONLY compatible with the English version of ISA Server. Non-English versions of ISA 

Server are NOT supported. 

All configuration files make use of the Unicode file format to support non-standard multi-

lingual characters. 
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General 
Legal Notice 

Winfrasoft VPN-Q 2009 Enterprise Edition allows a network administrator to force the 

display of a Legal Notice before the security checks are run on the client system. The notice 

text and heading can be customised as required and is enforced by Group Policy. The Legal 

Notice is not displayed by default. 

 

If the user clicks the ñI DO NOT Agreeò button then the security checks are not run, their 

action is logged on the ISA Server, and the VPN is immediately disconnected. 

 

Client Authentication types 

The Winfrasoft VPN-Q 2009 Client requires at least one of the following client 

authentication types to be supported on the VPN Server: 

¶ Password Authentication Protocol (PAP) 

¶ Challenge/Handshake Authentication Protocol (CHAP) 

¶ Microsoft CHAP (MS-CHAP) 

¶ Microsoft CHAP Version 2 (MS-CHAP v2) 

¶ Extensible Authentication Protocol (EAP)  

o Smart Card  

o Client Certificate  

o Other 2-factor EAP Clients 
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VPN-Q 2009 has built in support for many authentication methods. The following table lists 

the built in methods and the underlying authentication types used: 

Authentication Method Authentication type used 

Windows Authentication MS-CHAPv2 

Standard Username and Password MS-CHAPv2, MS-CHAP, CHAP, PAP 

Smartcard EAP 

Client Certificate EAP 

Aladdin eToken MS-CHAPv2 

Gemalto Provita MS-CHAPv2 

RSA Secure ID (EAP Client) EAP (requires RAS client to be installed) 

SecurEnvoy SecureAccess PAP 

Vasco VACMAN MS-CHAPv2 

 

Server Authentication 

When L2TP/IPSEC is used the VPN client is able to authenticate the VPN server (mutual 

authentication). This is not possible with PPTP and is the main security benefit of 

L2TP/IPSEC over PPTP. 

Server authentication types: 

¶ Machine certificates 

¶ Manual and Auto pre-shared keys 

Winfrasoft VPN-Q 2009 includes an auto pre-shared key feature to simplify the deployment 

of L2TP/IPSEC without certificates. While pre-shared keys are not as secure as a certificate 

based deployment, they provide an extra level of security protection above that of PPTP. 

 

User rights 

The Winfrasoft VPN-Q 2009 Client can be installed on a PC with at minimum of ñuser 

levelò privileges. Specific administrator rights are not required to install or run the VPN 

client. Installation on Windows Vista, Windows 7, Windows 8 and Windows 8.1 is also 

supported with UAC (User Access Control) enabled. 

 

 Note 

The specific authentication properties are automatically set in both ISA 

Server and the VPN client when an authentication method is selected in the 

VPN-Q 2009 Server Manager. 

 Note 

Administrator rights are required for the client installation only if the òLog on 

using dial-up connectionó feature of Windows is required. When this feature 

of Windows is used, Windows initially runs Winfrasoft VPN-Q 2009 under 

System privilege levels. As such a user is unable to install software that may 

later run as System. 
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VPN Tunnel protocols 

The Winfrasoft VPN-Q 2009 Client supports the following VPN tunnel protocols and 

attempts to connect in order: 

1. Layer Two Tunnelling Protocol with IPSES (L2TP/IPSEC) 

2. Point to Point Tunnelling Protocol (PPTP) 

The connection order can be specified or a particular protocol disabled at the client side 

completely. For additional security, the VPN-Q 2009 Client disables File and Print sharing 

on the VPN network connection. 

 

 Warning 

Do not use the PPTP VPN tunnel protocol with PAP authentication as this will 

result in NO encryption being used on the VPN tunnel. If you plan to use 

PPTP it is recommended to use at least MS-CHAPv2 authentication for 

security. If you require the use of PAP authentication then only use 

L2TP/IPSEC VPN which uses 3DES encryption. PAP authentication is 

required by some 2 factor authentication solutions. 
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Deployment 

Overview 
This deployment section assumes that the ISA Server is already configured for VPN access 

and is able to accept incoming VPN connections. This should be tested and confirmed prior 

to installing VPN-Q 2009. 

To fully deploy the VPN Quarantine solution the following 4 steps must be performed: 

(1) Deploy and configure basic VPN services and test functionality 

(2) Install Winfrasoft VPN-Q 2009 on the VPN server 

(3) Review the Winfrasoft VPN-Q 2009 configuration and create the VPN Client setup 

package 

(4) Deploy the VPN client 

New VPN-Q deployment vs. Adding VPN-Q to existing VPN 
When Winfrasoft VPN-Q 2009 is first installed, the setup routine will, by default, enable the 

VPN Quarantine network in ISA Server. This simplifies new VPN deployments as it is 

correctly deployed and secure by default. 

If you have an existing VPN solution based on ISA Server in place with VPN clients already 

deployed, it is recommended to disable the VPN Quarantine Network immediately after 

installing Winfrasoft VPN-Q 2009 by Deselecting the Enable Quarantine Control tick box 

on the General tab. 

If the default settings are applied during setup, any existing remote access users that do not 

have the Winfrasoft VPN-Q 2009 Client installed will no longer be able to connect to the 

network, i.e. they will remain in quarantine. This behaviour is by design. 

In this scenario it is recommended to install Winfrasoft VPN-Q 2009 leaving the VPN 

Quarantine Network disabled (as mentioned above) and then deploy the new VPN client to 

remote access users. During this intermediate stage new and old client will be able to 

establish a VPN connection. Once all users have the Winfrasoft VPN-Q 2009 Client installed 

then the Enable Quarantine Control setting can be enabled on the General tab to enforce 

quarantine. 

 

 Note 

This guide does not detail how to deploy basic VPN services. See the 

Microsoft product documentation or the Additional Information section at 

the end of this guide for assistance in deploying basic VPN services based 

on ISA Server. 
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Upgrading from VPN-Q 2006 to Winfrasoft VPN-Q 2009 
The upgrade process has been designed to be as simple as possible with little to no service 

interruption. This is achievable because both VPN-Q 2006 and Winfrasoft VPN-Q 2009 have 

been designed to be run together on the same system without interference. This enables you 

to perform testing, a POC and a staged migration all on the same platform. 

Upgrade process overview: 

(1) Install Winfrasoft VPN-Q 2009 on the ISA Server running VPN-Q 2006. 

a. During the Config Wizard for ISA Server do NOT remove the RQS rule. 

b. All other Winfrasoft VPN-Q 2006 ISA rules will be migrated to the new 

Winfrasoft VPN-Q 2009 format, which will still be compatible with VPN-Q 

2006 clients. 

(2) Configure and custom client settings, e.g. branding etc. and create a new Winfrasoft 

VPN-Q 2009 client setup package. 

(3) Deploy the new Winfrasoft VPN-Q 2009 client to some test PCs and ensure the 

connection works as expected. 

(4) Deploy the new Winfrasoft VPN-Q 2009 client and uninstall the VPN-Q 2006 

connection, or enable the Auto Upgrade VPN-Q 2006 Client (Migration) policy setting 

for a larger set of VPN-Q 2006 users, e.g. POC users. 

 

(5) Deploy the new Winfrasoft VPN-Q 2009 client, or enable the upgrade of the VPN-Q 

2006 client for all remaining VPN-Q 2006 users. 

(6) When all VPN-Q 2006 clients have been upgraded, re-run the Config Wizard for ISA 

Server to remove the legacy RQS rule. 

(7) Uninstall VPN-Q 2006 from Add/Remove Programs. 

 

 Note 

It is NOT possible to upgrade a VPN server running VPN-Q 2006 on Windows 

RRAS. Winfrasoft VPN-Q 2009 requires ISA Server and no longer supports 

RRAS. 
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ISA Server Enterprise Edition considerations 
Winfrasoft VPN-Q 2009 fully supports ISA Server Enterprise Edition. When installing 

Winfrasoft VPN-Q 2009 on an ISA Server Enterprise Edition Array the setup must be run on 

each node of the array separately. This is to ensure that the Server Manager and services 

settings are configured on each node. 

The installation process is the same regardless of the ISA Server edition. However the VPN-

Q Config Wizard for ISA Server need only be run on the first array member that Winfrasoft 

VPN-Q 2009 is installed on to. This will create the required rules in the array configuration 

for VPN quarantine to operate correctly. The wizard does not need to be run again on other 

nodes in the same array as they share the same array configuration. If the wizard is run again 

on other nodes the settings created on the first node will be displayed in the wizard and if any 

changes are made, they will apply to all array members overwriting settings chosen during 

the installation on the first array member. 

 

Refer to the readme file for last minute installation information. 
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Winfrasoft VPN-Q 2009 Server Installation 
Winfrasoft VPN-Q 2009 must be installed and configured on the VPN server to enforce the 

quarantine restrictions. The installation may need to add required operating system 

components if they are not already installed, thus Windows Server 2003 source files may be 

required. A full list of required Windows source files is available on the Winfrasoft support 

web page. 

 

(1) To start the Winfrasoft VPN-Q 2009 installation from CD, insert the CD into the drive 

and the installation will start automatically. If Autoplay is disabled then run the setup 

file located in the install folder: 

install \ VPN- Q 2009  Setup.exe  

 

To start the VPN-Q 2009 installation from a web download, extract the files from the 

downloaded ZIP and run the setup file as follows: 

install \ VPN- Q 2009  Setup.exe  

 

This starts the setup wizard: 

 

(2) Click Next to continue. 
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(3) After reading the licence agreement click I accept the terms of the licence agreement if 

you agree to the terms, then click Next to continue. 

 

(4) Select the required installation folder then click Next to continue. 

 

(5) Setup is now ready to install, click Next to continue or Cancel to exit setup. 
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(6) Winfrasoft VPN-Q 2009 requires the Windows Connection Manager Administration 

Kit to be installed. If this is not available then the Windows Components Wizard will 

load to install required Windows operating components. This process is automated. 

 

a. If prompted, insert the Windows Server 2003 CD and click OK. 

 

b. If the source files are not located on a CD provide a location to the Windows 

source files and click OK. 
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The files are copied and the wizard shall close automatically. 

(7) The VPN-Q 2009 Config Wizard for ISA Server will start automatically. This wizard is 

designed to assist in creating the rules in ISA Server to allow VPN quarantine to 

function. Some options may vary according to the environment being installed into. 

 

(8) Click Next to continue. 

 

(9) The Allow VPN Quarantine Management Service access option should be left ticked 

for VPN quarantine to function. If you un-tick this option then the VPN-Q client will 

 Note 

You may be prompted multiple times for the location of the Windows source 

files. This is usual behaviour of the Windows Components Wizard. 
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not be able to communicate with the ISA server. No VPN client will be removed from 

quarantine until the rule is enabled. 

In an upgrade scenario, or when installing Winfrasoft VPN-Q 2009 on a system that 

VPN-Q 2006 is installed on, an option to remove the Remote Quarantine firewall rule 

is displayed. This firewall rule is no longer required in Winfrasoft VPN-Q 2009. To 

remove this firewall rule, tick Remove VPN-Q 2006 Remote Quarantine Service (RQS) 

rule. All other VPN-Q 2006 rules will be upgraded to the new VPN-Q 2009 format. 

Click Next to continue. 

 

(10) By default, no update location is chosen as a source for VPN clients to check for 

missing security updates. As this check is performed while the VPN clients are in the 

quarantine network they must be given access to the Internet or Intranet whilst in 

quarantine to be able to connect with the Microsoft Update service or an internal 

WSUS server. The wizard will create the required rule in ISA Server to provide access 

to Microsoft Update and/or to the URL of the WSUS server. A WSUS specific URL 

set is constructed from the specified WSUS server name. 

If you do not have a WSUS server, or there are some PCs that are not configured to use 

the WSUS server, then also select Microsoft Update. Additionally, you can opt to use 

an internal WSUS server to compliment, or in place of Microsoft Update. The WSUS 

server can be located on the internal network or in a DMZ. Enter the actual FQDN 

name of the WSUS server as it is configured on the client PCs. 

 

 

Click Next to continue. 

 Note 

This setting does NOT configure the client to use the WSUS server, it only 

allows the client access to the WSUS server from the VPN Quarantine 

network through the ISA Server. 

If the host name specified for the WSUS Server does not exactly match the 

name configured on the client PCs (typically via GPO) then ISA Server will 

deny access and the security check will fail on the VPN client. 
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(11) DNS access may need to be provided to VPN clients whilst in quarantine. DNS 

resolution is required to access Microsoft Update or the WSUS server (unless WSUS 

in configured via IP address). If DNS services are required, specify the IP addresses of 

the DNS servers which VPN clients will use when connected. 

 

(12) Access to domain controllers may need to be granted while the VPN client is in 

quarantine. Specify the IP addresses of the ñclosestò, in Active Directory site terms, 

domain controllers to the VPN quarantine network. The Wizard will allow the required 

protocols for Active Directory access from the VPN quarantine network to the 

specified IP addresses. This is usually required to allow for AD Group Policy 

processing while in quarantine but is typically not required. 

Click Next to continue. 

 

 

 Note 

Allowing access to Domain Controllers includes access via the DNS protocol. 

Thus, if Active Directory access is required and the Domain Controllers are 

also the DNS servers used by VPN clients, then the explicit DNS access 

provided on the previous wizard page is not required. 
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(13) Clients that fail the Client Security checks can be redirected to a remediation web page 

which details what a client must do to comply with the security checks. The wizard 

will create the required rule in ISA Server to provide access to the URL of the 

remediation web page. The page can be hosted on the Intranet or Internet. 

Click Next to continue. 

 

 

 

(14) Access to the Winfrasoft Activation and Update services will  need to be granted to 

request a trial licence, allow activation and have access to the latest versions and 

service packs. 

Click Next to continue. 

 

 Note 

This setting does NOT configure the client to use the remediation web page, 

it only allows the client access to the web page from the VPN Quarantine 

network through the ISA Server. To configure a VPN client to use a custom 

URL configure the VPN policy after setup is complete. 
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(15) The wizard has gathered all the required information; click Finish to apply the changes 

to ISA Server. 

 

(16) After the settings have applied click OK to return to the setup wizard. 

Winfrasoft Licence Manager will load to allow you to configure your licence. 

 

(17) If you already have a purchased licence file select Import a purchased licence file and 

enter the full path to the licence file, or click Browseé to locate it. If you do not have 

a licence file skip to step 20. 
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(18) Click Apply to import the selected licence. 

 

(19) Click Close when done. 
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(20) If you already have a purchased licence skip to step 17. If you do not have a licence 

select Request a Trial Licence over the Internet (secured with SSL) and enter your 

details. 

 

(21) Click Apply to request and install a trial licence. 

 

(22) Click Close to continue. 

 

 Important  

Please enter valid details when applying for a trial licence as this information 

will be included in your licence detail and will also be used to generate a full 

licence if purchased. 
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(23) Setup is now complete, click Finish to end setup. 

Check Run Winfrasoft VPN-Q 2009 now to launch the VPN-Q 2009 Server Manager. 

 

 Note 

Further custom firewall rules may be required in ISA Server to 

give access to resources on the internal network while the VPN 

clients are in quarantine. This should be done with care as not 

to over expose the internal network to the quarantine network. 
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Configuration review 
To review the Winfrasoft VPN-Q 2009 configuration load the Winfrasoft VPN-Q 2009 

Server Manager tool by running the icon from the desktop or from the Start Menu program 

folder. 

 

The General Tab 

The General tab is where the VPN server protocols and Quarantine Network settings are 

configured. 

 

Both PPTP and L2TP/IPSEC can be enabled/disabled as required. Changing these settings 

here also changes them within ISA Server, and vice-verse. 

The Use Pre-shared key for L2TP/IPSEC connections tick box enables the use of pre-shared 

keys between an ISA Server and the VPN client. If a pre-shared key of 8 or more characters 

already exists within ISA Server then the tick box can configure the existing key in the VPN 

client setup package. If no pre-shared key exists then Winfrasoft VPN-Q 2009 will 

automatically configure a 36 character pre-shared key in ISA Server and the VPN client 

setup package. If a pre-shared key of less than 8 characters exists within ISA Server then 

Winfrasoft VPN-Q 2009 will ask if you want to automatically configure a more secure 36 

character pre-shared key or disable Pre-shared keys. 

 

 



36   Winfrasoft VPN-Q 2009 

 

You can set the Protocol Order in which remote access clients will use tunnelling protocols 

when attempting to establish a VPN connection. The protocol order governs which protocol 

your VPN client will first attempt to use to establish a connection to your VPN Server. 

Where possible make sure a valid protocol is used first or VPN users will experience a delay 

in establishing a connection while the first protocol attempt times out. 

The available options are: 

¶ Auto Select (recommended) 

Let the operating system decide which tunnelling protocol is the most apparent for 

remote access. When a protocol is successful then it will be used as the default for 

the next connection attempt. 

¶ Use PPTP Only 

Enforce remote access connections to use Point to Point Tunnelling Protocol only. 

¶ Try PPTP first then L2TP/IPSec 

Enforce remote access connections to attempt access using Point to Point 

Tunnelling Protocol first; should this fail, the remote access client will attempt  to 

connect using Layer 2 Tunnelling Protocol with IPSec. 

¶ Use L2TP/IPSec Only 

Enforce remote access connections to use Layer 2 Tunnelling Protocol only. 

¶ Try L2TP/IPSec first then PPTP 

Enforce remote access connections to attempt access using Layer 2 Tunnelling 

Protocol first; should this fail, the remote access client will attempt  to connect 

using Point to Point Tunnelling Protocol with IPSec. 

 

The General tab also allows you to configure the properties of the VPN Quarantine network 

within ISA Server. The settings can be configured here or via the ISA Server Management 

Console. 

 

  

 Note 

Pre-shared keys shorter than 8 characters are not supported by Winfrasoft 

or Microsoft. Hence if a short key is configured Winfrasoft VPN-Q 2009 will 

disable the use of Pre-shared keys. 
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The Security Tab 

The Security tab is where ISA Server rules and authentication types are configured and 

where VPN client policies and computer account restrictions are defined. 

 

The VPN-Q 2009 Config Wizard for ISA Server (detailed in the Server Installation section) 

can be rerun by clicking the Configure button. 

 

Winfrasoft VPN-Q 2009 has many pre-configured settings required for most of the major 2-

factor authentication solutions. Changing the Authentication Type configures both the client 

VPN client and the ISA Server authentication properties. 

When the Authentication Type changes, the Connection Image will change to the appropriate 

image, unless a Custom Branding bitmap has been selected. 

Enable Windows Domain Name allows the user to specify a Windows Domain name in VPN 

client when establishing a VPN connection. This can be useful in multi domain 

environments. 

Enable Save Password allows the VPN client to save his password on the VPN client. 

Enabling the Cache credentials for server access configures the VPN client to utilise the user 

credentials used to establish the VPN connection when authenticating with servers over the 

VPN, e.g. a file share. When this is unchecked, the Windows logon credentials of the user 

will be used to authenticate to servers over the VPN. If the VPN client is a domain joined PC 

then these credentials may be the same, however, if 2 factor authentication is used or the 

VPN client is a home PC then they may not be the same. It is recommended to test this 

setting to achieve the most appropriate behaviour for your environment. 

 

 Note 

Client packages created are dependent on the authentication type select 

here. Changing authentication type will require a re-creation and re-

deployment of the Winfrasoft VPN-Q 2009 client setup package. 
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Access Policy allows an administrator to centrally configure the policy settings that govern 

the behaviour and security checks performed by the Winfrasoft VPN-Q 2009 client. To 

change the Policy settings, click Policy. These policy settings are stored locally in the 

Windows Local Machine Policy. For a detailed listing of the available policy controls and 

their function, please refer to Central Policy Management. 

 

A further security measure made available by Winfrasoft VPN-Q 2009 is the ability to 

restrict full VPN access to a set of computers. This is configured by checking the Enable 

Computer Group restriction box and specifying an Active Directory group which contains 

the computer accounts of allowed VPN client computers. 

 

Non-Domain joined PCs can also be specified by manually creating a computer account for 

the non-domain joined PC and specifying the PCs machine hardware GUID in AD, then 

placing the new computer account into the restricted group. 

 

  

 Note 

When using ISA Server Enterprise Edition with multiple array members it is 

recommended to use the ADM template in the Program Files folder to create 

an AD Group policy object which applied to all the ISA servers. This allows 

you to control the VPN policy for all ISA servers centrally. 
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The Client Settings Tab 

The ISA Server tab is used to configure ISA Server specific settings. 

 

The Client Settings tab allows you to configure various properties of the VPN Client. The 

settings here configure the VPN server endpoints that the VPN client can connect to, as well 

as the branding and custom help text associated with each VPN client. 

 

Winfrasoft VPN-Q 2009 Client packages can be created containing the details of multiple 

VPN server endpoints. The first entry will be created when the Server Manager is first 

loaded. To add VPN server addresses, Right-click VPN Client endpoints and select Add 

Server. In the VPN Server Address column, enter the VPN serverôs Fully Qualified Domain 

Name. In the Server Friendly Name, insert a friendly name to describe the VPN server. 

To remove a registered VPN server address, Right-click within the VPN Client endpoints on 

the server that you wish to remove and select Remove Server. 

 

 

 Note 

When using multiple VPN Client endpoints, each ISA Server at the endpoint 

must be configured with the SAME authentication and tunnel type as each 

other. 

The VPN client will use the policy settings of the VPN Server it connected to, 

which may be different between ISA Servers if required, e.g. different VPN 

serves for different networks or security zones. 
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To change the VPN client connection branding click Importé and browse to your 

customised 330x140 Bitmap image. When a custom image is selected, the Custom Branding 

check-box will be automatically checked. When this check-box is checked, changing the 

Authentication method in the Security tab will not change the Connection Image. 

Changes to this tab must be applied before creating a VPN Client Installation package for 

them to be included in the VPN client settings. 

 

 

When all the options on this tab have been configured correctly you can create a VPN client 

setup package by clicking on the Createé button. This will compile a client installation 

package specific to your environment containing all your settings. For more information see 

the Creating a Client Setup package later in this guide. 

  

 Note 

If you change any of the customisation options, the VPN Client Installation 

package must be recreated and redeployed to all client systems. These 

changes are NOT automatically deployed to remote VPN clients. 
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The Advanced Tab 

The Advanced tab allows you to configure logging settings and manage the Winfrasoft VPN-

Q 2009 Management service. 

 

There are 3 logging options available: 

(1) Standard  

(2) Advanced (Recommended) 

(3) Diagnostic Mode 

The Winfrasoft VPN-Q 2009 Management Service logs all information to the Windows 

System event log. The Windows event log can be easily accessed by clicking the View 

button. The service status can be changed by clicking the stop, start or restart buttons. The 

Service Startup Type should be set to Automatic to ensure the service is running after a 

system restart. 

 

  

 Note 

Diagnostic mode is included for diagnosing issues with your Winfrasoft VPN-

Q 2009 installation and thus generates verbose Event Viewer and text file 

logs. Diagnostic Mode should only be enabled when attempting to isolate a 

fault in conjunction with Winfrasoft support staff and is not designed to be 

used for day to day operation. 

 

Changing the Logging mode will require a restart of the Winfrasoft VPN-Q 

2009 Management Service. 
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The Licencing  Tab 

The Licencing tab allows you to view the currently installed licence and import a new 

licence if required. 

 

Importing a licence file 

When a full licence is purchased, Winfrasoft shall supply a new licence file specific to your 

organisation. You can also request a trial licence file from Winfrasoft which allows you to 

evaluate all the features of other Editions for a limited period of time. You can also use the 

Winfrasoft Licence Manager to install a new licence or request a trial licence over the 

Internet. 

Winfrasoft supplies licence files in an industry standard digitally signed XML document 

format. This file should not be modified or tampered with or it will be rendered inoperable. 

 

(1) To load a new licence file select the VPN Client tab and click the Browseé button. 
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(2) Locate the required licence file and click Open to load the licence. 

 

The new licence file is loaded and displayed in the Licence file details section. The licence 

file will be verified each time the application is loaded and the results are displayed next to 

Licence Status: Ensure that the licence has been successfully verified otherwise contact 

Winfrasoft for support at support@winfrasoft.com. 

(3) Click Ok to apply the changes and restart the Winfrasoft VPN-Q 2009 Management 

Service. 

  

mailto:support@winfrasoft.com
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Creating a Client Setup package 

Once the configuration has been verified and the correct licence file loaded you are ready to 

create the Client Setup package. 

(1) To create a Client Setup package select the Client Settings tab. 

(2) When done selecting options click the Createé button. 

 

(3) Specify the file name and location to save the Client Setup package to and click the Save 

button. The default name is VPN- Q 2009 Client .exe . 

 

(4) When the package has been successfully created a confirmation is displayed. 

Click OK to complete the Client Setup package creation process. 

 Note 

The Createé button will be automatically greyed out / disabled if: 

¶ The licence file is found to be invalid 

¶ The trial licence period has expired. 

 Note 

Before creating a VPN Client Installation package, ensure that you have pre-

configured the: 

¶ Authentication Type 

¶ VPN Client endpoints 

¶ Connection Branding 
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Winfrasoft VPN-Q 2009 Client Installation 
The Winfrasoft VPN-Q 2009 client is easy to install and asks the least number of questions 

possible. The setup does not require administration rights and can be installed on each client 

PC with user level privileges. This enables it to be manually installed by the end user if 

required. 

Winfrasoft VPN-Q 2009 can be used to log on to a PC using dialup networking. To enable 

this feature you must install the client while logged on as an administrator to allow 

Winfrasoft VPN-Q 2009 to be installed in the All Users profile instead of the Local Users 

profile. This is a security requirement of Windows as the VPN client needs to run under the 

System context when logging on using dialup networking. 

Manual installation 
Installing the Winfrasoft VPN-Q 2009 Client is very simple process. The VPN client 

installation setup executable file is created using the Winfrasoft VPN-Q 2009 Server 

Manager. This setup executable file must be run on all client machines that require the VPN 

client as follows: 

VPN- Q 2009 client .exe  

 

The setup file can be distributed in many ways including: 

¶ Email (may need to be added to a ZIP file depending on mail system and attachment 

blocking) 

¶ Shared drive 

¶ USB stick 

¶ CD-ROM / floppy disk. 

(1) Deploy the Client Setup package file (VPN-Q 2009 Client.exe by default) to a client PC 

and run it to begin the installation. 

  

Click Yes to continue or No to exit the installation. 

  

(2) If the installation is being performed by a user with local administrator rights a choice is 

given to install the VPN connection for all users or only for the user performing the 

installation. 

 Note 

The following instructions and screen shots are for Windows Vista. The 

process for Windows XP is very similar. 
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The default selection for Windows Vista and Windows 7 is My use only where as the 

default for Windows XP is All users. Selecting All users in Windows Vista and 

Windows 7 requires UAC approval as this is an administrative task. If the logged on 

user does not have administrator rights UAC will request administrative credentials. 

  

If the installation is being performed by a user without local administrator rights on 

Windows XP then the All Users option will not be displayed. 

 

(3) If a desktop shortcut to the connection is required check the Add a shortcut on the 

desktop box. Click OK to continue. 

(4) The Winfrasoft VPN-Q 2009 Client is now installed in Network Connections under the 

heading of Connection Manager and will start up automatically. 

(5) When complete the following notification is displayed: 

  

(6) Click OK to acknowledge the notice. 

 

The Winfrasoft VPN-Q 2009 client has now been installed. 

 Note 

If the òLog on using dial-up connectionó feature of Windows is required then 

the installation must be performed by an administrator level account and 

the òAll usersó option must be selected. 
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Establishing a VPN client connection 
To establish a VPN client connection to the VPN server run the Connection to {Your 

Company} in Network Connections. The connection name will vary if it has been 

customised. 

  

 

This can also be accessed from the Connect to a network window in Windows Vista or from 

the Start menu in Windows XP as follows: 

 


















































