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Introduction

VPN-Q 2009is theleadingNAP/NAC VPN Quarantine andompliancesolution for
Microsoft ISA Server2004 and Microsoft ISA Server 2006

VPN-Q 2009 has been designed as a security product from the grouttdagamlessly
integrate with th&Vindows operating systenfhis creates a hidy secure and flexible
solutionfor a typicaly Microsoft baseaetworkenvironmentSince VPNQ 2009 does not
directly useMicrosoft NAP or Cisco NAC it is easyto deplapd des notrely on specific
hardware or server software to be previously deployed-PR009 will happily run on an
exsting ISA Server or appliance.

Both the Enterprise and Express Editicofs/PN-Q 2009 are availableto cater for various
customer requiremés. See th&PN-Q 2009 Editions section later in thiguidefor more
information

Technology

Winfrasoft has embraced the latest secumitfustrystandardechnologies from Microsoft
and othewvendorsto produce a highly secure and feature rich solution

Technologies included withVinfrasoft VPN-Q 2009
1 Managed code: Client and Server basetMamosoft .NET Framework2.0
1 Authenticode signed binaries
1 Least Privilege Access desigiClient only requires User level rights
1

Background Intelligent Transfer 8&gce (BITS) suppottProvides download
resuming and triding supporfor downloadingof VPN-Q 2009client updates.

1 Public / Private Key cryptography: Protects the integrity of application files to
preventtampering of health check results.

1 SHAL signingand MD5 hashing of data protect client / server communicatiaf
health state informatiomithin VPN tunnel

1 Security update status validated agatheMicrosoft Updateveb site omaninternal
WSUS server policy for Windows, Office and other Microspfdductpatches

Seamlessly integrates withany 2 factor authentication solutiomsit of the box

Manual andAutomatic preshared key management for L2TP/IPSE@en not
using digitalcertificates.
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VPNQ Editions

Winfrasoft VPN-Q 2009is available in2 editions:
1 Enterprise Edition
1 BExpressEdition
Each edition is designed to cater for varioeguirements of an organisation.

BExpressEdition is designed fosmall to medium sized organisationkich require a greater
level of protection without deploymenbmplexties.Enterprise Editiorprovides the full
feature set including central management tools to tailor make your own security policy for
VPN clients.

The following tables detalil #hvarious features &fPN-Q 2009 by edition:

Security Checks \ Edition Express Enterprise
Anti-Virus Scanner status and up to date check Yes Yes
Minimum operating system and senice pack level Yes Yes
AD Computer group membership Yes Yes
Automatic Updates status (Patch settings) No Yes
Security Update status (Missing patches) No Yes
Windows IP Routing status No Yes
Screen Saver Security settings No Yes
Windows Firewall status No Yes
3rd Party Personal Firewall status No Yes
Windows Firewall F&P Sharing exception status No Yes
Internet Connection Sharing status No Yes
Custom security checks via signed script No Yes
Other Features \ Edition Express Enterprise
Built on Microsoft .NET 2.0 managed code Yes Yes
Authenticode signed binaries Yes Yes
Support for 32 & 64 bit Windows XP, Vista, 7, 8 & 8.1 Yes Yes
Multiple VPN endpoints from a single dialler Yes Yes
PINgrid, PINphrase, PINpass, Smart Card, RSA SecurlD, Yes Yes

Aladdin, Gemalto Protiva, SecurEnwy SecureAccess and
Vasco VACMAN authentication

Restrict specific AV / Firewall product Yes Yes
Custom VPN client branding Yes Yes
Flexible VPN client configuration and customisation Yes Yes
Easier licensing implementation and models Yes Yes
Faster client side security checking Yes Yes

Run patch scan always, weekly or monthly No Yes
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Management \ Edition

Manual and Auto pre-shared keys for IPSec

Policy enforcement on non-domain joined VPN clients

Central Management of policy via Active Directory or ISA Server
Central Logging

Run custom action scripts before and after quarantine release
Legal Notices and policy compliance

Remediation capabilities

Windows Software Update Senices (WSUS) Integration

Express
Yes
Yes

No
No
No
No

Enterprise
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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Licensing

Winfrasoft VPN-Q 2009 licences are available on a subgation (rental) or perpetual
(purchase) basis. Furthermore, the licence types are available on a per device or concurrency
basis:

(1) Concurrent- Maximum number of simultaneous VPN connections. Ideal where there
are many VPN users butthey are infrequentigreected.

(2) Devicei Total number of VPN clients deployed. Ideal when many of the VPN users are
regularly connected.

14 day trial licences are available for evaluation purposes ofboth Express and Enterprise
Edition. All trial licences are based on devigehsing for simplicity. Please use the

Winfrasoft Licence Managerto request a trial licence for the appropriate edition and number
of users.

Both concurrent andevicelicences are available fdixpressEdition and Enterprise Editian
All licence types ad editiongequireproduct activation.

P

[4 | Note

For detailed information on the licence typepleaseread the licence
agreement document availablen the installation CD,during installation, in
the programs folder on the server or in the help about window.

Running a trial

A trial licence will allow you to make full use of the product during ekieluationperiod.
You can check thAbout...screen to see how many days remaining are availdbé.
licences are valid for 14 days from issue.

WhenWinfrasoft WWN-Q 2009is first installed, Licence Manager will assistyou in either
installing a full licence orequesting trial licence Winfrasoft VPNQ 2009is not able to
run without a valid licence.

If your trial licence expires you can contact Winfrasatfsupport@winfrasoft.corand
request aeplacementidence orcontactsales @winfrasoft.corto purchase the software.
When you receive a new licence you can use the tedvlanager tm the Start Menu to
install the new licence file.
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Licence Manager

The Winfrasoft Licence Manageris a tool that allows users to request and install trial
licences. It is also able toimport purchased licences which replace trial licd¥ibes.a new
licence is imported the previous licence is backed up, but only one backup is kept at a time.

Licence Manageris firdaunchedduring the installation process. It can be run again from
theStart, All Programs, Winfrasof/PN-Q 2009 Licence Mangermenu item.

@ | Note
Licence Manager requires HTTPS access to the Winfrasoft Activation servel
Before starting this operation, please ensure that the appropriate firewall
rules have been configuredThis can be configured by runniny PNQ 2009
Config Wtard for ISA Serveduring setup and enabling the settings on the
Access to Winfrasoft pageThe VPNQ 2009 Config Wizard for ISA Servean
be rerun at any time from theSecuritytab of the Server Manager.

Product Activation

Winfrasoft VPN-Q 2009 requiresproduct activation for alicence types and editions, except
for trial licences. Product ativation has been included WPN-Q 2009to help you keep

track of your licence usagké.you have a device licence and would like a monthly email to
be sentto yo with a summary of yourlicence usage please esgilport@winfrasoft.com

Product activatioris a fast and secure process thad&pending on the licensing typaly

done once per user onceperISA Sener. With a Device Licence, my theVPN client

requires activation, théPN server does not need to be activatdsing a Concurrent

Licence, only th&/PN server requires activatigmot the VPN clientsThe activation process

is automatically run wheeitherthe clientor serveis first run. If activation fails for

whatever reasgra 14day grace period will ballowed without the producactivating After
the1l4-day grace period has expired, the product will no lofigrection. Check the server
Application Event Log for entries relating to activation failures of VPN clients or the server.

Product activation is performed over a secure HTTPS / SSL connection to protect the
information transmitted during the activation process. The Winfrasoft activatiorrserv
returrsa unique activation code to the client BEVPN server This activation code is in
turn checked each timeitherthe client startsipor periodically by theVinfrasoftVPN-Q
2009 Management Servict ensure that a valid activation codests The rechecking of
theactivationcode does not require a connection back to Winfreerudtis an entirely local
operation. If the activation codeis foundto be invalid the clrgervemwil attempt to re
activate with Winfrasoft, and if successfitipre the new.

[ | Note
Product Activation requires HTTPS access to the Winfrasoft Activation
servers. Please ensure that the appropriate firewall rules have been
configured. This can be configured by runningPNQ 2009 Config Wizard for
ISA Serveduring setup and enabling the settings on the Access to
Winfrasoft page.The VPNQ 2009 Config Wizardor ISA Servercan rerun at
any time from the Security tab of the Server Manager
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Security Checks

Winfrasoft VPN-Q 2009 performs various security checks oWRN client systemto ensure

it is compliant with a high, yet functional, security profile. Once compliance ayitblicy

has been assured, a reasonable assessment as to the health of the client can be made. This
section details the various security checkd #ne performed on¥PN client and the effect

that various results can have on the health state afRheclient.

Both WinfrasoftVPN-Q 2009 Enterpriseand Expres sditions provide functionality that
allows administrators$o customise the security chepblicy viathe Winfrasoft VPNQ 2009
Management Service or Active Directo®oup Policy. These customisatiometermire
which checks are to be enforced on¥RN clientsystenand what action to take based on
their result Winfrasoft VPN-Q 2009 Express Hition hasa reduced set a&fecurity checks
available, however, the operation of these security checks can be cust@tismchon
security relatedtems can be customised too.

&

Security Check

AntiVirus Scanne
status and up to
date check

Minimum operatit
system and servi
pack level

AD Computer gre

Note

Not all security checks are availablen Winfrasoft VPNQ 2009 Express
Edition. Please refer to the sectioritted VPNQ Editions for a detailed listing

of functionality available to each edition.

Detail

A key protection technologyPforiaAnti
Virus (AV). There are many AV vendor:
market creating a vast choice of produc
Most products are file system based sc
products while others have expanded ir
realms of email content checking and A
Spyware.

VPNQ 2009vorksvith the Windows Secu
Center to monitor the status of the inste
software. This includes the detection of
installed product, ensuring that itis ena
and has recent AV signature files.

This test checks the version of the oper
system and service pack \éRsD 2009
was specifically designed towibrthe
Windows Security @wvtiich was first
introduced in Windows XP Service Pacl
has been maintained in Windows XP x¢
EditionwWindows VisWindows Windows
and Windowssl.

This check ensures that the calling cliel

Risk

An unprotected client is highly pr
to infection bygalicious code in the
form of worms and viruses. Whil
mechanisms can also help mitig:
these threats, a defenagejth
strategy should be adopted.

AV technology is based on signa
updates, thus an out of date AV
product is of limited valueshodld
be keptip to datat all times to
provide adequate protection.

Windows XP SP2 introduces ma
security features, sastiheSecurity
Cente that form key components
secure PC base. PCs without SF
technologyn Windows Xie
susceptible to many well known
attacks and are fundamentally a
secure platform.

Allowing ¥PNlientto access your

Toclearquarantine

Ant#Virus must be
installed, active an
up to datdf a
product restriction
in place the specifi
product must be
installed.

Note: AV vendors
report thap to date
status of thei
products in differer
ways, thus differen
products may
produce varying
results.

Windows XP $SP2
Windows XP x64
Windows Vista
Windows, WVindws
8or Windovslis
required.

Note: Any other O
SP level will halt
further checks.

VPNClienPQOnust
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Security Check
membership

Automatic update
statugPatch
settings)

Security Update
statugMissing
patches)

Windows IP
Routing stafs

Screen Saver

Detail

a member of a trusted PC dedimed withil
Active Directory

A key component of systems sequatish
management. Windows\ilows Vista
Windows, TVindowsahd Windowsl have
the builin ability to autepdate itself by
detecting and downlogdiquired update
directly from Microsoft. Automatic Upda
can be set to one of 4 states:

Automatic: Updates are downloaded ar
installed automatically.

Download: Auto download updates and
you when they are ready to be installed

Notify: You aretified when new updates
available but nothing is downloaded or
installed automatically.

Off: Automatic Updates are disabled.

This security check works in conjunctiol
the Automatic Update status check and
run if Automatic updates are enabled.

Updates from Microsoft hamgng security
ratings including, Critical, Important, Mc
and Low. Other updates that, key to the
considered mandatory but may not spe
fix a security issue.

Various versions of Windows have the
be an IP based router which enables it
communication between multiple netwc
This feature is disabled by default in Wi
XP. More information about IP routing i
Windows XP can be found here

http://support.microsoft.com/?kbid=315:
http://support.microsoft.com/?kbid=140¢

By default, WindowsMRdows Vista

Risk

network from any locaiionn
trusted systems potentially expo:
your network to additional
vulnerabilities of thiENlient PC.

Any PC that ispatched is
susceptible to attack. Afitius and
personal firewalls can help prote
PC from being expldidue to a
known vulnerability and should b
considered a temporary solution
the security update / patch is tes
and deployed. Security updates
patches should be maintained or
to close known holes in software

It is highly recommended that
Automatic Updates is set to at le
Notify to create awareness of se
updates.

Having a system for managing uj
is critical i n
envionments. However, it is also
to ensure that required updates ¢
actually installed on a PC accorc
a defined policy.

WinfrasoWPNQ 2009 erifies the
PCs compliance against all publi
Microsoft updates using the Micr
severity ratingssgm. If an
organisation wishes to control th
own security update policy then
WinfrasoWPNQ 2009ill also
integrate with WSUS and verify t
against the WSUS approved upc

Having this feature enabled on a
client poses acsgity risk to the
corporate network. Under certai
circumstances, it may be possibl
route unsolicited traffic from the
LAN, that the VPN client is connt
to, onto the corporate network.
Windows XP helps to protect agi
this risk by didaiy the feature by
default.

Screen saver security may at firs

Toclearquarantine

beapredefined
trustedsystem whic
is added as a
membeof your
trusted PC group il
Active Directory.

Automatic updates
must not be
disabled, i.e. Auto
Updates must be s
to either Automatic
Download or Notify

Note: If Auto Updal
are set to Notify a
warning is dispéay
although the PC wi
not fail the
quarantine check.

All downloaded
updates, regardles
of their severity
rating, must be
installed. In additio
all updates with a
rating of Critical or
Important must be
installed regardles
of their download
status.

Note: Missing
updates with a stat
of Mandatory,
Moderate, Low or
unspecified will
produce a warning

IP Routing must be
disabled.

Screen Saver
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Security Check
Security status

Windowsirewall
status

3rdParty Persona
Firewall stas

Windows Firewal
File and Print
Sharing exceptiol
status

Internet
Connection
Sharing status

Detail

Windows, TVindowsahd Windowsl do
not require password protected screen
however, this can be enabled by thgiss
setting is maintained on a per user basi
Windows.

Another key seity feature of Windows X
SP2Windows Vis\indows Windows 8

and Windowsl is the Windows Firewall,
which is now enabled byttefehis feature
was previously called the Internet Conn
firewall and was disabled by default. Th
security check will report on the status ¢
Windows Firewall and mapsrdy persone
firewalls if one is installed.

This security check will report on thefati
3rdparty personal firewall if one is install

The Windows Firewall has the ability to
exceptions to allow some traffic into the
WinfrasftVPNQ2009detects if the File ar
Print sharing exception is enabled on tt
firewall.

Note: This is only available whenthe W
Firewall is in use and is not availablg wi
party firewall products.

Internet Connectisimaring (ICS) is a feat
of Windows X®indows Vis\indows 7
Windowsa@nd Windowsl that allows mar
PCs to share a single Internet connecti
Unlike the Windows IP routing setting, |
a NAT engine to route traffic. This featu
disabld by default in Windowsg\iRlows
VistaWindows Windowsahd Windows
8.1.

Risk

glance appear to be unimportant
however, it helps to protect the F
when the user has left it unattenc
for a period of time. Good securi
practice dictatelsat usesiock their
PCs when they are left unattend
however users do not always foll
such policies. Enforcing screen ¢
passwords is a method of
automaticallpckinghePCdesktop.

Many worms and virusas the
Internet looking for targets to infe
Infected PCs can in turn infect
corporate networks by bypassing
network firewalls using VPN
connections. Any system which
connects directly to the Internet,
VPN clients, should have some |
local fiewall protectioninstalled &
active.

Many worms and viruses roam tl
Internet looking for targets to infe
Infected PCs can in turn infect
corporate networks by bypassing
network firevgusing VPN
connections. Any system which
connects directly to the Internet,
VPN clients, should have some |
local firewall protectioninstalled
active.

The Windows Firewall can provic
excellent ptection for a Warvas XP
Windows VisWindows Windows
and Windowsl PC, however if it i
misconfigured then its value it
reduced. A common inadvertent
configuration error is the enablini
File and Print sharing exception
through the firewatiich could allo'
unauthorised access to shared d
on the PC.

As with IP Routing, under certair
circumstances, it may be possibl
route unsolicited traffic from the |
LAN that the VPN client is conne
to onto the corporate netw
Windows XRindows VisM/indows
7, Windowsahd Windowsl helps
to protect against this risk by dis:
the feature by default.

Toclearquarantine

password protectic
must be enabled.

Note: A warniisg
displayed if the
screen saver timec
setting is greater
than 15 minutes.

Either the Window:
Firewall must be
active or adparty
personal firewall
must be installed a
activelf a product
restriction is in pla
the specified produ
must be installed.

Either the Window:
Firewall must be
active or adparty
personal firewall
must be stalled anc
activelf a product
restriction is in pla
the specified produ
must be installed.

There is no
requirement for thi
setting to pass
gquarantine. A
warning is displaye
if the File and Print
sharing exception
enabled.

ICS must be
disabled.
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Security Check Detail

Custom security = Security checks specific to an organisalt
checks via signei becustom created and the result of the

script

Legal Notice

fed back into the Winfragei 2009
Client package. To prevenissard
tampering, these custom security check
should be digitally signed.

The Legal Notice check is not a technol
specific check. It is a human control to ¢
administrators to beesthat the user has
clear visibility of a remote access policy
connecting to the network from a remot
location. The user then has the option t
confirm that they agree to the stated po
they do not agree the remote conméittio
be disconnected.

The Legal Notice is disabled by default
only available in Enterprise Edition.

Risk

Many organisations require addit
security controls and theejas of
specific software in order to com
with corporate policies.

Network access control best pra
and recent legislative complianct
policies (such as Sarbabegy etc)
place heavy emphasis on an
administratao ensure that anybo
connecting over network bounda
into private netwsake informed
about the implications of doing s

This should provide notice that o
authorised access is permitted a
the prescribed usage policy mus
adhered to. Timéormation should |
clearly visible and should not be
to be bypassed. Any acceptance
policy should be logged.

Toclearquarantine

The custom securi
check must execut
and return a pass.

The user must clicl
on the 0l
button.

The result of the
policy acceptance |
logged on the VPN
server for future
referencerauditing
purposes
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Architecture &esign

There are many details to considerwhen designing a VPN soantvPN quarantine adds
additional considerations. To help you decide how to best deploy VPN quarantine in your
environment this section will plain the quarantine process and discuss deployment designs.

These designs scenarios are not designed to be prescriptive but showhow VPN quarantine
can provide real value and flexibility.

The VPN Quaranfihecess

The following diagram outlines the VPNugrantine process:

3. Remote access
server authenticates the

user with the RADIUS
server against Active ADIUS Server Intranet
Directory Network

Resources
6. Grants access to
network resource

2. Creates tunnel
through public

Remote
1. Runs pre- Access Server

connection script 4. Grants access to

quarantine resources

Internet

5. Post-connection
script signals
compliance

DNS Server

VPN Client Web Server

1. TheWinfrasoftVPN-Q 2009 client connects to the rarte access server (ISA Seryver
using an L2TP/IPEC or PPTP VPN.

2. The remote access server authenticates the useragainst any directory service via
RADIUS or directly against Active ilectory via domain membership.

3. The remote access server places the client in quarantine and runs detailed security
checks. These checks include checking for missing security updates, virus signatures and
personal firewall settings. While in quarantineg ttlient only has access to limited
resources which may include remediation services, to enable it to comply with the
prescribed security requirements, or an Intranet site.
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4. Once the checks have completsad the checks are successtiué clientdigitally signs
and sendthe resultgo theremote access serwehich verifies the clierds compliance
to the policy If the connection does not meet the requirements within the specified time
out period Winfrasoft VPN-Q 2009 notifies the user antthe remote aces serverThe
connection then remains active until the timeout expires or policy settings disconnectthe
connection.

5. If the remote access sendmems the client to be compliaitt grants appropriate access
to internalnetwork resourceIhe acesdevel granted once quarantine has been lifted
can be further restricted by user name or grnaitipin ISA Serverfor granular security
control.

VPN QuarantiesignScenarios

Domain vs. Workgroup membership

TheWinfrasoftVPN-Q 2009server can be a member o\ndows Domain or a
Workgroup. ISA Servecanuse RADIUS to authenticate against Active Directory (or
anotherdirectory service) witlib requiring domain membership, however this is a slower
and more complex solution.

Winfrasoft highly recommends joinindié VPN server to the domain so it can be managed
secured via Active Directory Group Policgnd it can take advantagertdtiveKerberos
authentication

P

[4 | Note

Although ISA Server can use RADIUS to authenticataaiagt Active Directory,
you camot grant access using Windows groups Access can only be granted
directly to use accounts thus increasing administration complexity.

Usage of the quarantine network

A VPN quarantine network can have many uses. The most basic useis as a holding area that
has no acess to the internal network where VPN client reside while security checks are run.

A more advanced use of a quarantine network is to provide limited access to internal
resources such are intranet sites, portals or applications; but not full networkeramress.
This allows for external business partners or consultants to have limited access to the
networkwithout having to prove their health status to yournetwork. It also allows your
managed machines which no longer comply with the required sepuolity to be able to
access a limited setodsources.

To allow for these advanced scenarios@uarantinel VPN Clientsnetworktimeout must

be setto a high value such&®00 second$24 hours) as the default setting is to disconnect
quarantined cliets after 600 seconds (10 minutek).addition, the clients must be

configured notto disconnectthe VPN when a security check fails.
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Deploymer@cenario ISA Server asieewalland VPN Server

ISA Server is used as a back end firewall to provide agjiio layer protection for the
internal network. There can optionally be a perimeter firewall in place that may have
previously been the primary packet filtering firewdih this scenario, the ISA Serveris a
member of the Active Directory domain to prdeiintegrated authentication services for
inbound and outbound traffic.

\ External Network ()
/ (The Internet)
Optional
Perimeter
Firewall

3

ISA Firewall &
VPN Server

Internal Network

VPN Clients connect directly to the ISA Server using either L2TP/IPSEC or PPTP. ISA
Serveris then able to authenticate thes e aredemtials directly gainst the Active Directory
domain.Once authenticated, the clients are placed into a virtual network called the
Quarantinel VPN Clientsnetwork ISA Server firewall rules can dictate what resources
users can getaccess to while their source network totlhlae quarantine network.

Once the client PC has passed the required security checks then the ISA Server will move the
clientsd® s our cQuarangnt VRNClientdnetworkto théVEN Clients

network where a different set of ISA Server firdlwailes are applied. The firewall rules for

clients in the/PN Clientsietwork are typically more open thaules for clients in the
Quarantinel VPN Clientsnetwork

ISA Server can also restrict VPN access to resources according to Windows username/group,
protocol or quarantine statusithough ISA Server can use RADIUS to authenticate users it
is not possible to grant access based on Windows groups via RADIUS.

There are many other scenarios that ISA Seca@roperate invhich may involve custom
design ad consultancy worko implement
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Considerations

System Requirements

ClientSystem Requirements
The minimum systemrequirements fieWinfrasoft VPN-Q 2009 Client are:
1 Microsoft Windows XP:
o0 Professionalith Service Pack 2
o0 Professional x64 Edition
0 Tablet PC Edition2005
0 Home Edition with Service Pack 2
0 Media Center Edition 2005
Microsoft Windows Vista
Microsoft Windows 7
Microsoft Windows 8
Microsoft Windows 8.1

= =4 -4 =4

1 Microsoft .NET Framework2.0 (SP1 recommendedr higher

I | Note

The Winfrasoft VPNQ 2009 Clientmakes use of the Windows Security
Center which was introduced in &vicePack 2 for Windows XP, thus
versions of Windows prior to this are not supported.

Server System Requirements
The minimum system requirements fbieWinfrasoft VPN-Q 2009 Sewer are:
1  Windows Server 200332 bit)
1 Microsoft .NET Framework2.0 (SP1 recommendedr higher
T Microsoft ISA Server
0 2004 StandardEnterprise Edition
0 2006 StandardEnterprise Edition
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Languag®equirements

Client

TheWinfrasoft VPN-Q 2009 Client suppors multiingual configurations. Current supported
languages include:

1 English

To simplify deployment, th&/infrasoft VPN-Q 2009 client usesa single installation that
contains all the supported languages, there are no separate installations per langoage. The
is no configuration requad to enable multiple languagdheWinfrasoftVPN-Q 2009

Client automatically detects the language of the operating systemit is runnitigios

operating systemlanguage is not natively supported then UK English is used.

Server

TheWinfrasoft VPN-Q 2009 ServerManagelis compatible with multingual versions of
Windows Server 2003, however it only available in UK Engldhnfrasoft have tested the
ServerManagemon the English & German versions of Windows Server 20@8ydver
Winfrasoft VPN-Q 2009is not limited toonly these languages.

Although multiingual versions of Windows Server 2003 can be used, the Sdleageis

ONLY compatiblewith the English version of ISA Server. Nddmglish versions of ISA
Server areNOT supported.

All configuration files make use of thenicodefile format to support nostandard multi
lingual characters.
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General

Legal Notice

Winfrasoft VPN-Q 2009 Enterprise Edition allows a network administrator to force the

display of a Legal Noticéefore the security checks are run on the client system. The notice

text and heading can lseistomsedas required and isnforced by Group Policy. The Legal

Notice is not displayed by default.

Legal Notice

computer system

advised that if sut

officials.

This computer is for the use of authorised users orly. Individuals using this

having al of therr activities on this System menitored and recarded by system
personnel, Inthe course of monitaring, individuals imprapery using this system, or
in'the course of system maintenance. the activiies of authorsed users may o be
montored. Anyone using this system expressy consents to such monitoring and s

personnel may provide the evidence of such menitoring to law enforcement

Ifyou agree to the above terms select "I Agree” below. If you do not agree to these:
terms select "I DO NOT Agree”

without authorty, orin excess of their authority, are subject to

ch monitoring reveals possible evidence of crminal activiy, system

I'f the user clicks the #lurtpddecks @€ notrnrtleeie o

action is

ClientAuthen

logged onthe ISA Seryand the VPN is immediately disconnected.

ticatiotypes

TheWinfrasoft VPN-Q 2009 Client requiresat least one ahe following client

authenti
1

f
f
f
f

cation types to be supportedio@ VPN Server:
Passwordiuthentication Protocol (PAP)
Challenge/Handshake Authentication Proto@HAP)
Microsoft CHAP (MSCHAP)
Microsoft CHAP Version 2 (MSCHAP v2)
Extensible Authentication Protoc(iAP)

o0 Smart Card

o Client Certificate

0 Other 2factor EAP Cliens

button

1
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VPN-Q 2009 has built in support for many authentication methods. The following table lists
the built in methods and the underlyingthenticationypes used:

Authentication Method Authentication type used
Windows Authentication MS-CHAPW2
Standard Username and Password MS-CHAPW2, MS-CHAP, CHAP, PAP
Smartcard EAP
Client Certificate EAP
Aladdin eToken MS-CHAPW2
Gemalto Provita MS-CHAPW2
RSA Secure ID (EAP Client) EAP (requires RAS client to be installed)
SecurEnwy SecureAccess PAP
Vasco VACMAN MS-CHAPW2
@ | Note

The specific authentication properties are automaticallyetin both ISA
Server and the VPN client when an authentication method is selected in the
VPNQ 2009 Server Manager

Server Authentication

When L2TP/IPSEC is usithe VPN client is able to authenticate the VPN server (mutual
authentication). This is not possible with PPTP and is the main security benefit of
L2TP/IPSEC over PPTP.

Server authentication types:
1 Machine certificates
1 Manual and Aut@re-shared keys

WinfrasoftVPN-Q 2009includes arauto preshared key feature to simplify the deployment
of L2ZTP/IPSEC without certificates. While psdhared keys are not as secure as a certificate
based deployment, thgyovidean extra level of security protection abovetthaPPTP.

User rights

TheWinfrasoftVPN-Q 2009 Client can be installed on a PC withrahimum offiuser
leveb privileges. Specific administrator rights are not required to install or ruRNe
client. Installation on Windows Vistawindows 7 Windows8 and Windows 8 is also
supported with UAC (User Access Control) enabled.

P

[ | Note
Admi ni strator rights are requilogah f
using dialup connectio f eatur e of Wi ndows i s

of Windows isused, Windowsinitially runs Winfrasoft VPNQ 2009 under
Systemprivilege levels. As such aser is unable to install software that may
later run as System
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VPNrunnel protocols

TheWinfrasoft VPN-Q 2009 Client supports the following VPN tunnel protocalsd
attemptsto connecin order:

1. Layer Two Tunnelling Protocakith IPSES (L2TF/IPSEQ
2. Point to Point Tunnelling Protocol (PPTP)

The connection order can be specified or a particular protocol disabled at the client side

completely.For additional securitythe VPN-Q 2009 Client disablsFile and Print sharing
on the VPN network connection.

4 | warning
Do not use the PPTP VPN tunnel protocol with PAP authentication as this w
result in NO encryptiorbeing used on the VPN tunnel. If you plan to use
PPTP it$ recommended to useat least MS-CHAPv2 authentication for
security. If you require the useof PAP authentication theronlyuse
L2TP/IPSEC VPN which us8DES encryption. PAP authentication is
required bysome 2 factor authentication solutions.
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Deploymén

Overview

This deploymensection assumes that tl8A Serveris already configurefbr VPN access
and is able to acceptincoming VPN connectidrngs should be tested and confirmed prior
to installing VPNQ 2009.

A | Note

This guide does not detail how taleploy basic VPN services. See the
Microsoft product documentation or theAdditional Informationsection at
the end of this guide for assistance in deploying basic VPN semé based
on ISA Server.

To fully deploythe VPN Quarantine solution the followidgstepsmust be performed:
(1) Deploy and onfigure basic VPNservicesand test functionality
(2) InstallWinfrasoftVPN-Q 20090n the VPN server

(3) Review theWinfrasoftVPN-Q 2009 configurationandcreatethe VPN Client setup
package

(4) Deploy the VPN client

Newv/PNQdeployments.Adding VR toexistingPN

WhenWinfrasoft VPN-Q 2009is first installed, the setup routine wilby defaulf enable the
VPN Quarantine network in ISA Server. This simplifies new VPN deployments as it is
correctly deployed and secure bgfault.

If you have an existing VPN solution based on ISA Server in place with VPN clients already
deployedit is recommendedo disable the VPN Quarantine Netwoirkmediately after

installing WinfrasoftVPN-Q 2009 by Deselecting th&nable Quarantine Catrol tick box

on theGeneraltab.

If the default settings are applied during setup, any exisemgpte access users thatnot
have thaVinfrasoft VPN-Q 2009 Client installedwill no longer be able to connectto the
network, i.e. they will remain in quantine. Thisbehaviouis by design.

In this scenario it is recommended to insYaihfrasoft VPN-Q 2009 leaving theVPN
Quarantine Network disabled (a®ntionedabove) and then deploy the new VPN client to
remote access users. During this intermediaégenew and old client will be abio
establish a VPN connectio®nce all users have théinfrasoft VPN-Q 2009 Client installed
then theEnableQuarantine Controsetting can be enabled on tBeneraltab to enforce
gquarantine.
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Upgrading from VEN20® toWinfrasofPNQ 200

The upgrade process has been designed to be as simple as possible with little to no service
interruption. This is achievable because both \@N006 andVinfrasoftVPN-Q 20® have

been designed to be run together on the samesysithout interference. Thisnables you

to perform testing, a POC and a staged migration all on the same platform.

I | Note

Itis NOTpossible to upgrade a VPN server running VRN2006 on Windows
RRASWinfrasoft VPNQ 2009 requires ISA Server and no loeg supports
RRAS.

Upgrade process overview:

(1) InstallWinfrasoftVPN-Q 2009 on the ISA Server running VRN 2006.
a. During the Config Wizard for ISA Server do NOT remove the RQS rule.
b. Al otherWinfrasoftVPN-Q 2006 ISA rules will be migrated to the new
Winfrasoft VPN-Q 2009 formatwhich will still be compatible with VPN
2006 clients.
(2) Configure and custom client settings, e.g. branding etc. and create\&in&asoft
VPN-Q 2009 client setup package.
(3) Deploy the newwinfrasoftVPN-Q 2009 client to some tes€R and ensure the
connection works as expected.

(4) Deploy the newwinfrasoftVPN-Q 2009 clientand uninstall the VPMN) 2006
connecion, or enable th&uto Upgrade VPNQ 2006 Client (Migrationpolicy setting

for a larger setof VPN) 2006 users, e.g. POC user
2| ]

Setting | Explain I

ﬁ Auto Upagrade VYPN-O 2008 Client [Migration]

" Nat Configured
{* Enabled
" Disabled

Updele achen

Supported on: "Winfrasoft VPN-O 2006 Enterprise Edition Service Pac...
Previous Setting I Mext Setting I

Ok I Cancel | Apply |

(5) Deploy the newwinfrasoftVPN-Q 2009 clientor enable the upgrade of the VIEN
2006 client for all remaining VPIQ 2006 users

(6) Whenall VPNQ 2006 clients have been upgradeene the Config Wizard for ISA
Server to remove the legacy RQS rule.

(7) Uninstall VPNQ 2006 from Add/Remove Programs.
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ISA Server Enterprise Edition consideration

Winfrasoft VPN-Q 2009fully supports ISA Server Enterprise EditiovWhen installing
Winfrasoft VPN-Q 20090n an ISA ServeEnterprise EditionArray the setup mustbem on
each node of the arraseparatelyThis is to ensure that tigerver Manager argkrvices
settings are configured on each node.

The installation process is the same regardless of the ISA Server edition. HoweVENthe
Q Config Wizard for ISA Serveeed only be run on the first array member WWatfrasoft
VPN-Q 2009is installed on to. This wilcreate the required rules in the array configuration
for VPN quarantine to operate correcthhe wizard does notneed to be run again on other
nodesn thesame arrags they share the sameay configuration. If the wizard is run again
on othernodethe settingsreatedn the first node will be displayénl the wizardand if any
changes are madthey will apply to all array membergverwriting settingghosen during

the installation on the first array member

Refer to the readme file for last minute installation information.
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Winfrasof/PNQ 200%erveinstallation

WinfrasoftVPN-Q 2009 must be installed and configured on the VPN server to enforce the
gquarantine restrictions. The installation maged toaddrequired operating system
components ithey are not already installethus Windows Server 2003 source filsgy be
required A full list of required Windows source files is available on Wafrasoftsupport

web page.

(1) To startthéNinfrasoftVPN-Q 2009installation from CDinsert the CD into the drive
and the installation will startautomatically. If Autoplay is disabled thertmesetup
file located in the install folder:

install  \ VPN-Q 2009 Setup.exe

To start the/PN-Q 2009installation from a web download, extract the files from the
downloaded ZIP and run tisetup file as follows:

install  \ VPN-Q 2009 Setup.exe

This starts the setup wizard:
=12

Welcome to the Installation Wizard for
winfrasoft ¥PN-Q 2009

The Installation \Wizard wil install Winfrasoft WPN-0 2009 on
wour compuker,

{ WARNING: This program is protected by copyright law and
international treaties,

Ta continue, dlick Mext.

< Btk RS pem—

(2) Click Nextto continue



Deployment 25

’3« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |
Licence Agreement
Please carefully read the Following licence agreement., anfras 0 ft

Winfrasoft Corporation Licence Agreement f’

Updated 27 March 2008

1 INTRODUGTION

1.1 This Licence Agreement {"Agreement") is an agreement between
wou ("the Customer") and Winfrasoft Corporation ("Winfrasoft").

Please read these terms and conditions carefully before installing

any software and applicable documentation as they contain 4|

¥ 1 arcepk the terms of the licence agreement

SWinfrasaft

< Back. | Mext = I Cancel |

(3) Afterreading the licece agreement clickaccept the terms of the licence agreenifent
you agree to the terms, then clislextto continue.

f:« Winfrasoft ¥PN-Q 2009 - Installaware Wizard i ] 52 |

Destination Folder

Select Folder where setup willinstall files, @infrasoft

change. .. |

Destination Folder
Required Disk Space: 6,077 KB
Remaining Disk Space: 57,2095 MB

“Winfrasaft

< Back | MNext = I Cancel |

(4) Select the required installation folder then clidiextto continue.

’3« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |

Completing the Installation Wizard for
Winfrasoft ¥YPN-Q 2009

The Installation wWizard is now ready to configure Winfrasoft
YPM-C 2009 on this computer,

-

Winfrasoft

- Click Mesxt to begin configuration
| - Click Back to change settings

- Click Cancel bo exit

< Back. | Cancel |

(5) Setupis now ready to install, clidkextto continue oiCancelto exit setup.
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f:.« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |
Installing Winfrasoft ¥PN-Q 2009
The program features you selected are being configured. Winfrasoft

Please wait while the Installation wizard installs wWinfrasoft YPN-Q
2009, This may take several minutes.

Skatus:
install.res, 1032, dll, 53% complete

SWinfrasaft

= Back | [t = |

(6) WinfrasoftVPN-Q 2009 requiresthe WindowsConnrection Manager Administration
Kit to be installed. If this is na&vailablethen thewindows Components Wizawdll
load to install required Windows operating componenhiiss process is autoated.

Windows Components Wizard

Configuring Components
Setup iz making the corfiguration changes vou requested.

I:“ Please wait while Setup configures the components. This may take
several minutes, depending on the components selected

Status:  Examining installed files...

< Back | Tewt > |

a. If prompted, insert th&Vindows Server 2003 Cénd click OK.

sertisk x|

r’q Fleaze inzert the Compact Disc labeled 'Service Pack 1
k{a CD-ROM' into your CO-ROM drive [D:] and then click
oK.

\ Cancel |

ou can also click OF.if you want files to be copied
from an alternate location, such as a floppy disk or a
network server.

b. If the sourcefiles are notlocated on a CD provide a location to the Windows
source files and clicloK.
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x

L] 5 fil Service Pack 1 CO-ROM ded.
r\) ome files on Service Pacl are neede
]

Cancel |

Insert Service Pack 1 CO-ROM into the drive selected
below, and then click OF.

LCopy files from:

ID:NBBB j Browse... |

A | Note

You may be prompted multiple times for the location of the Windows sca
files. This is usual behaviour of th&Vindows Components Wizard

The files are copied and the wizasthall close automatically.

(7) TheVPN-Q 2009Config Wizard for ISA Servavill start automatically This wizard is
designed to assistin creating the sule ISA Server to allow VPN quarantine to
function. Some optionsiay vary according to the environment being installed into.

Winfrasoft ¥PN-[) 2009 x|

Welcome to the VPN-Q 2009 Config
Wizard for ISA Server 2006

Thiz ‘wizard will guide you through the process of creating the
required rules in 1S4 Server 2006 for Winfrasoft WPN-0 2009 ta
comectly function in wour environment,

In just a few clicks you can configure 154 Server 2006 to allow
the: minimum level of access required from the WPM Quarantine
network to support Winfrasoft YPM-GQ 2003 Clients.

To continue, click Next.

< Back Cancel
(8) Click Nextto continue.
ﬂ
¥PHN Client Health State access 3
Do you wish to enable YPH-0 client/server communication’? 3

Access is required from the ‘winfrasoft WPN-G 2003 Client to the 154 Server
for access ta the VPN policy and transmizsion of the health check results.
“Without this access a VPN client can not be removed from quarantine. [F thiz
oplioh iz not selected a digabled rule will be created.

v allow VPN Quarantine M anagement Service acoass

¥ Remave VPN-G 2008 Remote Quaranting Service [RES) rule

< Back I Mest > I Cancel |

(9) TheAllow VPN Quarantine Management Service acagsson should be lefticked
for VPN quarantine tfunction.If you untick this option then the VPIQ client will
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not be able to communicate with the ISA senia VPN client will be removed from
quarantineuntil the rule is enabled.

In an upgrade scenario, or when installing Winfrad®fiN-Q 20090n a ystemthat
VPN-Q 2006is installed on, an option teemove the Remote Quarantine firewall rule
is displayed. This firewall rule is no longer required in Winfrad3&MN-Q 2009 To
remove this firewall rule, ticliRemove VPNQ 2006 Remote Quarantine Serv{&QS)
rule. All other VPN-Q 2006 rules will be upgraded to the new VRN2009 format.

Click Nextto continue.

x
5 ity Update M t = =
‘Which Secuiity Update infarmation source should be used? 1 ¥ .

If required, ‘Winfrazoft YPN-0 2009 can use Microsoft Update on the Intemet
or an internal WSUS Server to obtain Security Update policy infarmation. IF
W5US is uged, enter the full WSUS Server DMS name as configured on
client machines.

Mote: This will MOT configure the client to use the \WSUS Server.

v Microsoft Lipdate (Intermet)

v wWindows Server Update Services [Internal/E stranet]

WSS Server FODN name:

|wsus.ynurcompany. o

£.0. WELIZJOLICOMPANY. Com

< Back I Hext > I Cancel |

(10) By default,no update locatiois chosen as a source for VPN clients to check for

missing security updates. As this check is performed while/iie clients are in the
quarantine network they must be given access to the Intertretranetwhilst in
quarantine to be able to connect with Mierosoft Updateserviceor an internal
WSUS serverThe wizard will create the required rule in ISA Serteprovide access
to Microsoft Updateand/otto the URL oftheWSUS serverA WSUS specificURL
setis constructed from thegpecified WSUS server name.

If you donot have a WSUS servarthere aresomePCsthat are not configured to use
the WSUS servethenalsoselectMicrosoft Update Additionally, you canoptto use

an internal WSUS servéo compliment, or in place dflicrosoft Update The WSUS
server can be located on the internal network orin a DMZ. Enter the &QD&

name of the WSUS serveriass configuredon the client PCs.

Note

This setting does NOT configure the client to use the WSUS server, it only
allows the client access to the WSUS server from the VPN Quarantine
network through the ISA Server.

If the host name specified for the \BUS Server does nagxactlymatch the
name configured on the client PCgtypically via GPOthen ISA Server will
deny access and the security chek will fail onthe VPN client.

Click Nextto continue.



Deployment 29

Winfrasoft ¥PN-0 2009 x|
DNS Access gr=s
Do you wizh to grant access to DNS servers? 4 ] i

Clients in quarantine may need to rezolve internal or external DMS names. e.g
to contact the *SUS Server or Microsoft Update. If required, specify the
primary and secondary DMS servers that YPN clients are configuied to use.

v Allow DME access to DNS servers
Primary DNS Server IP address:
192.168. 10 . 1

Secondary DNS Server IP address:
192.1688. 10 . 2

< Back I Meut > I Cancel |

(11) DNS accessnay needto be provided to VPN clientsilehin quarantine. DNS
resolution is required to accelkcrosoft Updateor the WSUS server (unless WSUS
in configured via IP address). If DNS serviegsrequired specify the IP addresses of
the DNS servers which VPNlients will use when connected

Winfrasoft ¥PN-Q 2009 x|
Active Directory access @
Do you wizh to grant access to Domain Controllers? 3 ¥ .

Clients in quarantine may need to connect to Domain Controllers to access
Graup Policy or ather Active Directory informatian. If required, specify the 1P
addreszes of the most appropriate Domain Controllers for use by WPN clients

v Allow Active Directory access to Domain Contraollers
First Diomain Controller IP address:
192.188. 10 . 1

Second Domain Contioller [P addiess:
192.188. 10 . 2

< Back I Nest » I Cancel |

(12) Accesstodomain controllers may needto be granted while the VPN client is in
quarantine. Specify the I P addresses of
domain controllers tothe VPN quarantine network. The Wizard will allow the required
protocols for Active Directory access from the VPN quarantine network to the
specified IP addresseRis is usually required to allow for AD Group Policy
processing while in quarantine butis typically not required.

Click Nextto continue.

Ef Note

Allowing acess to Domain Controllers includeaccess via theDNS protocol.
Thus, if Active Directoryaccess is required and the Domain Controllers are
also the DNS servers used by VPN clients, théime explicit DNS access
providedon the previous wizard page is notequired.

t

he

=1}
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winfrasoft ¥PN-Q 2009 x|
Remediation Page access ="°
Do you wish to provide access to a remediation web page? 3

If a client fails a quarantine check they may be directed to a remediation web
page. Enter the web site address of the remediation web page so |SA Server
can allow access to the page if the client remaing in the quaranting network.

v Allow access to Remediation webpagg ———————————————

Remediation web page or site LURL.

Ihllp.ﬁwww. winfrasoft. coms5 upport/Aemediation,™

Mote: The URL must start with http: 44 or hitps://

< Back I Mest » I Cancel |

(13) Clients thatfail the Client Security checks can be redirecteddmediation wb page
which detailswhat a client must do to comply with the security che@kee wizard
will create the required rule in ISA Server to provide access to thedfithe
remediation web pag€&he page can be hosted on the Intranet or Internet.

Click Nextto continue

U Note

This setting does NOT configure the client to use the remediation web page,
it only allows the client access to the web page from the VPN Qaiatine
network through the ISA Server. To configure a VPN client to use a custom
URL configure the VPN policy after setup is complete.

Winfrasoft YPN-] 2009 x|
Access to Winfrasoft =0
Do pou wigh ta grant access to Activation and Update services? 3 ¥ i

The WPN server will require HTTPAHTTPS access to the Winfrazoft
Activation zervice to activate the product or request a trial licence. Access
may also be required from the VPN Server and VPN Clients to check for new
updates from ‘Winfrazoft

W Enable HTTP “Web Praxy on part 8080 for the Local Host netwark

¥ Allow access to 'Winfrasoft Product Activation (Recommended)

¥ Allow access to Winfrasoft Update (R ecommended)

< Back Cancel |

(14) Accesstdhe Winfrasoft Activation and Update serviceif need to be grantetd

request a trial licencallow actvation and have access to the latest versions and
service packs

Click Nextto continue.
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Winfrasoft ¥PN-Q 2009 |

The VPN-Q 2009 Config Wizard for
ISA Server 2006 has Finished

Thank pou for uging the WPM-0Q 2009 Config \Wizard for [S4
Server 2006

Your 154 Server 2008 configuration requirements have been
gathered and are ready to be applied.

To apply the changes click Finish.

Cancel |

< Back

(15) The wizard has gathered all the requinefibrmation; click Finishto apply the changes
to ISA Server.

saving Configuration Changes
/‘/) Changes to the configuration were successfully applied ok

Changes applied ko the configuration do not impact existing clisnt
conhections.

(16) Afterthe settings have applied cli€BK to return to the stup wizard.

Winfrasoft Licence Managerwill load to allow you to configure your licence.
]

Please select yaur preferied licensing optian, complete the relevant defails and click

9@.
TR i 4

" Request a Trial Licence over the Intemet fsecured with 55L)

~Import a licznee

Licence file to import:

Browse,

—Flequest atial licence
Title: |
Fisthame: [~ LastHame

ComperyNeme: [
Street cowny [
PostCoder [
op [ Conty [ ]

Email Address: Tel Number.
Number of Users: |1 3: How did you find us? e

Stakus:

(17) If you already have a purchased licence file sdtapbrt a purchased licence fiend
enter the full path to the licence file, or clié&kr o w dodoéate it.If you do not have
a licence file skip to step20.
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. Winfrasoft Licence Manager - Winfrasoft ¥PN-Q 2009

C:5\Documents and SettingstAdministratorD esktoptwinhasoft RCTEnterpriseLicence. Lic

._r _
First Name: Last Name:

First Name: Last Name:

(19) Click Closewhen done.
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(20) If you already have a purchasedlicenceskipto step I7. If you do not have a licence
selectRequest a Trial Licence over the Intetrfsecured with SSBnhd enter your
details.

& Winfrasoft Licence Manager - Winfrasoft YPN-Q 2009 x|

Please select your prefered licensing option. complete the relevant details and click
Apply. 7o

€ Import a purchased licence file

& Request a Trial Licancs over the Internet (secured with 55L)

—Import & lizznce

Licznce file to import:

Browse..

~Request a tial licence

Title: [1ir B

First Name: [Bob Last Name: |Smith
Company Name: [Acme Inc
Street: (10 Crowbridge Road County: |Berkshire
Post Code: [Ral2 18%W
City: [London Country: [Urited Kingdom -
Email Addiess: |bob@acme. com Tel Mumber. |+44 [0] 344 5555
Number of Uzers: | 100 = How did you find us? |ISAServer oig hd

Status:

@ | Important

Please enter valid details when applying for a trial licence as this informatior
will be included in your licenceletail and will also be used to generate a full
licence if purchased.

(21) Click Applyto requestand install a trial licence
]

Please select paur prefenied licensing optian, camplete the relevant details and click

7o
| [iport & purchased licence fle 5/

% Bequest = Tl Licence overthe Inteines (secured with 551

Import & lieznee

Licence file to import

Browse...

—Flequest atial licenes

Title: [ban =

First Name: [Bab: Last Name: [Smith
Campary Name: [deme lne
Street (10 Crowbridge Road County: |Berkshire
Post Code: |Rigl2 1B%W/
Cit: [Condon County: [United Kingdom B
Email Address: [bob@acme. com Tel Number: |+44 [0) 244 5555
Number of Users: [ 100 = How did you find us? |I545eiverog K

Lpply Close
NEENENEEEN Status: Sending request For Trial Licence. ..

(22) Click Closeto continue.
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’3« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |

Completing the Installation Wizard for
Winfrasoft ¥YPN-Q 2009

ou have successfully completed the Installation Wwizard For
Winfrasaft WPN-C 2009,

I

¥ Bun Winfrasoft YPH-Q 2009 now

Winfrasoft

Ta dose this wizard, click Finish.

= Back | Finish I Cance] |

(23) Setup is now complete, clidkinishto end setup.
CheckRun Winfrasoft VPNQ 2009 nowto launch the VPMQ 2009 Server Manager.

[ Note

Further customfirewall rulesmay be requiredn ISAServerto
give access to resources on the internal network while théPN
clients are in quarantine. This should be done with care as not
to over expose the internal network to the quarantine network.
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Configuration review

To review théVinfrasoft VPN-Q 2009 configuration load th&VinfrasoftVPN-Q 2009
ServerManagetool by running theécon from thedesktop or from the Start Menu program

folder.

¥

CWinfrasoft
WPN-Q) 2003
| Server |
{ Manager

The General Tab

The General tabis whete VPN server protocols and Quarantine Network settags

configured.

) Winfrasoft YPN-Q 2009 Enterprise Edition

eculityl Client Setlingsl Advanced] Licencingl

21X

i~ WPN Server Protocols

[V Enable Point-to-Point Tunneling Protocol (PPTP)

[V Use Pre-shared key for L2TP/IPsec connections

Enable the tunneling protocols available for YPN connections.

|V Enable Layer 2 Tunneling Protocol / IPsec (L2TP/IPsec)

Select the order in which a remote access client will utilise available
tunneling protocols in order to establish a ¥PN connection.

Protocol Order: Tiy L2TP/IPsec first then PPTP

|

i~ Quarantine Network Settings

requirements are met and verified.

IV Enabled Quarantine Control

IV Disconnect quarantined users after (seconds):

600

By enabling Quarantine Control, VPN clients connecting to the netwark.
are held in the Quarantined YPN Client network until client configuration

OK I Cancel |

Apply

Both PPTP and L2TP/IPSEC can be enabled/disabled as required. Changing these settings
here also changes themwithin ISA Server, and-vemse.

TheUse Presharedkey for L2ZTP/IPSEC connectiotisk box enables the use of gs@ared
keys between alsA Server and the VPNlient. If a preshared key of 8 or more characters
already exsts within ISA Server then the tick lm@xconfigure the existing key in the VPN
client setup package. If no pshared key exsts théMinfrasoft VPN-Q 2009 wiill
automaically configure a 8 character preshared key in ISA Server and the VRlient

setup package. If a pghared key of less than 8 characters exists within ISA Server then
Winfrasoft VPN-Q 2009 will ask if you want to automatically configure a moreuseg6
character preshared key or disable Psdhared keys.
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Ef Note

Preshared keys shorter than 8 characters are not supported by Winfrasoft
or Microsoft Hence if a short key is configuredVinfrasoft VPNQ 2009 will
disable the use of Preshared keys.

You can sethe Protocol Order in which remote access clientswugletunnelling protocols

when attempting to establish a VPN connectidre protocol order governs which protocol
your VPN client will first attempt touse to establisa connection to your VPNserver.

Where possible make sure a valid protocolis used first or VPN users will experience a delay
in establishing a connection while the first protocol attempt times out.

The available options are:

1 Auto Select (recommended)
Let the operating systedecde whichtunnellingprotocol is the most apparefotr
remote acces¥Vhen a protocolis successfulthenit will be used as the default for
the next connection attempt.

1 UsePPTP Only
Enforce remote access connections to use Point to Point Tunnelling Ratdco

1 Try PPTP first then L2TP/IPSec
Enforce remote access connections to attempt access using Point to Point
Tunnelling Protocol first; should this fail, the remote access client will attempt to
connectusing Layer 2 Tunnelling Protocol with IPSec

1 Usel2TP/IPSec Only
Enforce remote access connections to use Layer 2 Tunnelling Protocol only.

1 Try L2TP/IPSec first then PPTP
Enforce remote access connections to attempt access using Layer 2 Tunnelling
Protocol first; should this fail, the remote accesstligill attempt to connect
using Point to Point Tunnelling Protocol with IPSec.

TheGeneraltabalsoallows you to configure the properties of the VPN Quarantine network
within ISA Server. The settings can be configlirere orviathe ISA Server Managemt
Console.
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TheSecurityfab

TheSecuritytab is wherdSA Server rules and authentication types are configured and
where VPN client policies and computer account restrictions are defined

1% Winfrasoft ¥PN-Q 2009 Enterprise Edition 2|

General  Seourity |C\ient Settings | Advanced | Licencing |

|54 Server 2006 Rules

Click the Configure button to start the YPH-Q Canfig Confi
‘wizard for 1S4 Server 2008 EATEE

- Authentication
Authentication Type: WwWindows Authentication j
¥ Enable ‘windows Damain Name [V Enable Save Password

V' Cache credentials far server access

—Aiccess Palicy
Click the Policy button ta open the YPN-0 2009

Palicy Manager ta configure ¥PM Client quaranting Palicy

1equirements.

I~ Enable Computer Group restriction

Computer Group:

Only computer accounts which are a member of Genrch
this group are able to clear quarantine.

Cancel | Apply |

The VPN-Q 2009 Config Wizard for ISA Servgletailed in thé&erver Installation section)
can bererun by clicking theConfigurebutton.

WinfrasoftVPN-Q 2009 has many pieonfigured settings required for most of the major 2
factor authentication solutions. Changimge Authentication Typeonfigures bothheclient
VPN client andthelSA Serverauthentication properties

When theAuthenticationTypechanges, th€onnectionmage will changéo theappropriate
image, unless a Custom Branding bitmap has been selected

Ef Note

Client packages created are dependent orhé authentication type select
here. Changing authentication type will require ee-creation andre-
deployment ofthe Winfrasoft VPNQ 2009 clientsetup package.

Enable Windows Domain Naralows theuser to specify a Windows Domain nameviaN
client whenestablishing a VPN connecticFhis can be usefulin multi domain
environments.

EnableSavePasswordallows the VPN client to save his password on the \daht.

Enabling theCache credentials for server accesmfiguresthe VPN client to utilise the use
credentials used to establish the VPN conneatioan authenticating with servers over the
VPN, e.g. afile sharaVhen this is unchecked, tiéindows logoncredentials of the user

will be used to authenticate to servers over the MPthe VPN client $ a domain joined PC
then these credentials may be the same, however, if 2 factor authentication is used or the
VPN client is a home PC thenthey may not be the shr®recommended to testthis

setting to achieve the most appropriate beha@muyourenvironment.
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Access Policy allows an administrator to centrally configurepibliey settingghatgovern
thebehaviourandecurity checks performed by tiAénfrasoftVPN-Q 2009 clientTo
change the Policy settings, cli®olicy. These policy settingare stored locally in the
Windows Local Machine Policyf-or a detailed listing of the available policy controls and
their function, please refer ©entral Policy Management

Ef Note

When using ISA Server Enterprise Edition with multiple array members it is

recommended to use the ADM template inthe Program Files folder to create
an AD Group policy object which applied to all the ISA servers. This allows

you to control the VPN policy for all ISA servers centrally.

A further security measure made availableWinfrasoftVPN-Q 2009 is the ability to
restrict full VPN access to a set of computers. This is configured by checkif &ide
Computer Group restrictiohox and specifying an Active Directory group which contains
the computer accounts of allowed VRilient computers.

Select this object type:

IGroup or Built-in zecurity principal Dbiject Types... |

Erom this location:

IEntue Directory Locations... |

Enter the object name to select [examples):

| &llowed Computers] Check Names |
Advanced... Cancel |

v

Non-Domain joined PCs can also be specified by manually creating a computer account for
the nordomain joined PC and specifying the PCs machine hardware GUID in AD, then
placing the new computer accountinto the restricted group.
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TheClient Settingsab
The ISA Server tab is used to configure ISA Server specific settings.

1% Winfrasoft ¥PN-Q 2009 Enterprise Edition 2|

General | Secuity  Client Settings |Advanced| Licencing |

—WPM Client endpaints

Server Friendly Mame

cme Head Office

r— Connection Eranding

Connection Mame: IConneclion to deme Lid,

Help Text: IFDr assistance please cal the helpdesk.

Connection Image:

Connection branding W Custom Branding
images must be

330140 resolution. Import...

N Click the Create button to create the
WPM Client Installation package Cieate...

oK. I Cancel | Apply

TheClient Settinggab allows you to configureariousproperties of th&PN Client The
settings hereonfigure the VPN servamdpoints that the VPNlient canconnecttoas well

as the branding and custom help text associated with\&hclient.

WinfrasoftVPN-Q 2009 Client packages can be createdtaining the details afultiple

VPN server endpoint$he first entry will be created when the Server Managyérst
loaded.To add VPN server address&sghtclick VPN Client endpointsnd selecAdd

Server In the VPN Server

Addr es s

col

u mn

Name. In the Server Friendly Name, insert a friendly name to describv®theserver.

To remove a registered VPN server addresght-click within theVPN Client endpointsn

the server that you wish to remove and sefmove Server

& | Note

When using multiple VPN Client endpoints, each ISA Server at the endpoint
must be canfigured with the SAME authentication and tunnel type as each

other.

The VPN client will use the policy settings of the VPN Server it connected to
which may be different between ISA Servers ifrequired, e.g. different VPN

serves for different networks osecurity zones.

enter

t

h e
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f:,« Winfrasoft YPN-Q) 2009 Enterprise Edition

21x

Genera\l Securty  Client Settings IAdvanced Licencing

i %PM Client endpoints

erver Friendly Mame

& Add Server

Remove Server

i Connection Branding

Connection Name: ICUnnecliUn to Acme Ltd

Caonnection Image:

Connection branding
images must be
330x140 resolution.

Help Text: IFor assistance please call the helpdesk.

¥ Custom Branding

Impart... |

p Click the Create button to create the
WPM Client Installation package. Create.. |

o]

Cancel | Apply |

To change the VPNlient connectiorbrandingclick Importé and browse to your
customised 330x140 Bitmap imagé&.hen a customimage is selectdtt Custom Branding
checkbox will be automatically checked. When this chéadk is checkedgchanging the
Authentication method in th®ecuritytab will not change th€onnectionnage.

Changes to this tab must be applied before creating a VPN Client Installation pfmkage
them to be included in the VPN client settings

Ef Note

If you change ai of the customisation options, the VPN Client Installation
package must be recreated and redeployed to all client systemghese
changes are NOT automatically deployed to remote VPN clients.

When all the options on this tab have been configured corrgotiycan create a VPN client
setup package by clicking ontker e a buttod. This will compile a client installation
package specific to yourenvironment containing all your settlh@rsmore information see
theCreating a Client Setup packager in his guide.
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The Advanced Tab

The Advanced tab allows you to configure logging settings and manaifdnifrasoft VPN
Q 2009 Managemeervice.

1% Winfrasoft ¥PN-Q 2009 Enterprise Edition 2|

Generall Security' Client Settings  Advanced |Licencing|

r~ Logging
Select the level of logging required:

[
c:\WpngT emplog Browse,..
‘winfrasoft WPN-G 2003 events are logged in the
‘Windows Application Event Log. Click View to
open the Windows Event Viewer. Wiew
~ Services

Controling Service: Winfrazoft VPN-G 2003 Management Service

Curient Service Status: Stopped

Service Startup Type: IAutomatiC ﬂ

= > [ »

oK. I Cancel | Apply |

There are3 logging options available:
(1) Standard
(2) Advanced (Recommended)

(3) Diagnostic Mode

TheWinfrasoft VPNQ 2009 Management Servitmgsall information to the Windows
System eventlog. The Windows eventlog can be easily accessed by clickMgethe
button. The service status can be changed by clicking the stop, start or restart buttons. The

Service Startup Peshould be settdutomatido ensure the service is running after a
systemrestart.

4 | Note

Diagnostic mode is included for diagnosing issues with yoWinfrasoft VPN
Q 2009 installation and thus generates verbose Event Viewer and text file
logs. Diagnatic Mode should only be enabled when attempting to isolate a
fault in conjunction with Winfrasoft support stafand is not designed to be
used for day to day operation

Changing the Logging mode will require a restart of tWinfrasoft VPNQ
2009 Management Service
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Thelicencinglab

TheLicencing tab allowsyou toview the currently installed licence aimgport anew
licenceif required.

1% Winfrasoft ¥PN-Q 2009 Enterprise Edition 2|

Generall Security' Client Settings' Advance:

i~ Licence Details
Company Mame Winfrazoft RC1
Product: Winfrasoft WPN-0 2009
Edition:  Enterprize Edition
Licence Type: Device Trial MFR
Licence Oty 1000
lszue Date: Wednesday, December 31, 2008
Licence Term: 70 out of 90 days remaining
RegCode: ee30Bedc-272a-43f0-b474-096bbe157 224

Licence Status:  The licence file haz been successfully verified

Click the Browse button to load a Licence file. Erowse. .

@T;I'asoﬂ About....
ak. I Cancel | Apply |

Importing a licence file

When a full licence is purchased, Winfrasoft shall supply a new licence file spegifizito
organisation. You can also request a trial licence file from Winfrasoft which allows you to
evaluate all the features of other Editions for a limited period of tifoe. can also use the
Winfrasoft Licence Managerto install a new licence or reqadsal licence over the
Internet.

Winfrasoft supplies licence filei an industry standard digitally signed XML document
format This file should notbe modified or tampered with or it wiberendered inoperable.

(1) Toload a new licence file select th®N Client tab and click thB r o w tén.

2l
Laak jr I&}LicenceF\le j 0 T v

Desktop

My Documents

File name: I\Au"\nfrasull WPN-G 2009 licence.lic j Open I
=l Cancel |

Filess of twpe: ILICEnCE files [licence. lic)
v




Deployment 43

(2) Locate therequired licence file and cli@pento load the licence.

%) winfrasoft ¥PN-0 2009 Enterprise Edition 2=l

General I Security | Client Settings | Advanced |—

i~ Licence Details
Company Mame  Winfragoft BC1
Product: winfrasoft %¥PN-Q 2009
Edition: Enterprize Edition
Licence Type: Device Trial MFR
Licence Gty 1000
lzzue Date: ‘wednesday, December 31, 2008
Licence Term: 70 out of 90 days remaining
FegCode: ee306e5c-272a-43f0-b474-096bbe157 224

Licence Status:  The licence file haz been successfully verified

Click the Browze button to load a Licence file Erowse...

@ﬂasoft About....
’TI Cancel | Apply |

The new licence file is loaded and displayed in the Licence file details section. The licence
file will be verified each time the applicati is loaded and the results are displayed next to
Licence Statu€nsure thatthe licence has been successfully verified otherwise contact
Winfrasoft for supporatsupport@winfrasoft.com

(3) Click Okto apply the changesand restart thgVinfrasoft VPN-Q 2009 Management
Service


mailto:support@winfrasoft.com
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Creating a Client Setup package

Once the configuration has been verified and the correct licence file loaded you are ready to
create the Client Setup package.

|Zf Note

The Createé button will be automaticallygreyed out / disabledif:
1 The licence file is found to be invalid
1  The trial licence period has expired

(1) To create a Client Setup package seleciGhent Settingsab.

@ | Note
Before creating a VPN Client Installation package, ensutet you have pre
configured the:

1  Authentication Type
1 VPN Client endpoints
1  Connection Branding

(2) When done selecting optionkck the Create button.

Create Client Installation package 2lx|
Save jn I 159 Client Setup Package j @ ? ()

Deskiop

My Documents
‘i![
@
ty Camputer
-
File name: IVF‘N-Q 2009 Client.exe j Save I
Save as lype: IExecutabIe files [ exe] j Cancel /l
5

(3) Specify the file name and location to save the Client Setup package to and cligkvthe
button. The defalt name isVPN Q 2009 Client  .exe .

Winfrasoft ¥PN-0 2009 x|

.
\!) The Client Setup package was succesfully saved to C:iDocuments and SettingsiadministratoriDesktopl¥PR-C 2009 Client exe

(4) Whenthe package has been successfully created a confirmation is displayed.
Click OK to complete the Client Setup package creation process.
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Winfrasof/PNQ 200<Llient Installation

TheWinfrasoft VPN-Q 2009client is easy to install and asks the least number of questions
possible. The setup does not require administration rights and can be instadladiclient
PCwith userlevel privileges. This enables it to be manually installed by the end user if
required.

WinfrasoftVPN-Q 2009 can be usedtolog on to a PC using dialup networking. To enable
this feature you must install the client while logged on as an administrator to allow
Winfrasoft VPN-Q 2009to be installed in th&ll Usersprofile instead of theocal Users

profile. This is a security requirement of Windows as the VPN client needs to run underthe
System context when logging on using dialup networking.

Manual installation

Installing thewWinfrasoftVPN-Q 2009 Client is verysimple processTheVPN client
installation setupexecutablefile is createdusingthe WinfrasoftVPN-Q 2009 Server

Manager This setupexecutablefile must be run on all client machines that require the VPN
client as follows:

VPN Q 2009 client .exe

The setup file can be distributed in igaways including:

9 Email (may needto be addedto a ZIP file depending on mail system and attachment
blocking)

Shared drive
USB stick
1 CD-ROM /floppy disk.

|3 Note

The following instructions and screen shots are for Windowssta. The
process for Windows X very similar.

(1) Deploy theClient Setup packagide (VPN-Q 2009 Clienexe by defaultjo a client PC
and run it to begin the installation.

Winfrasoft VPN-Q 2009 Client 5]

l_e_l Do you wish to install the Winfrasoft VPN-Q 2009 Client?

Click Yesto continueor Noto exit the installation

(2) If the installation is being performed by a user witkdl administrator rigtsta choice is
given to install the VPN connection for all useraly for theusermperforming the
installation
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The default selection for Windowdsta and Windows 7s My use onlwhere aghe
default forwindows XP isAll users SelectingAll usersin Windows Vistaand

Windows 7requires UAC approval as this is an administrative thigke logged on
user does not have administrator rights UAC will request adtréttive credentials.

3
Connection to Acme Ié]

Make this connection available for:

@urﬂ
o

This connection is available from the Network
Connections folder.

[™ Add a shortcut on the desktop

Cancel

Ef Note

| f Itoh en using dialupconnedion6 f eature of Windo
the installation must be performed by an administrator level account and
the OAI I userso option must be sel.:

If the installation is being performed by a user without local administrator rayhts
Windows XPthen theAll Usersoption will not bedisplayed.

Connection to Acme Testing (vpn.... g|

Thig connection iz available from the Metwark
Connections folder.

(3) If adesktop shortcuttothe connectionis requetbdckthe Add a shortcut onthe
desktoox Click OK to continue

(4) TheWinfrasoft VPN-Q 2009Clientis now installedn Network Connectionsnderthe
heading ofConnection Manageand will start up automatically.

(5) When complete the following notification is displayed:

Winfrasoft VPN-Q 2009 Client =

\ﬁl The Winfrasoft VPN-Q 2003 Client has been installed.

(6) Click OK to acknowledge the notice.

TheWinfrasoft VPN-Q 2009 client has now been installed.
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Establishing VPNIlientconnection

To estalish a VPN client connection to the VPN server run tBennection to {Your
Companylin Network Connection3he connection name wil vary if it has been
customised.

>

This can also be accessed frdtme Connect to a networwindow in Windows Vista or frm
the Start menin Windows XPas follows












































































